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1 Apxurexkrtypa

OPM KOT umeer Tpex3BEHHYIO apXUTEKTYPY «KJIUEHT — CEpBEp NMpuiokeHud — bJI», ¢
€/IMHOM TOYKOM IpruemMa, XpaHEeHHUs U 00paOOTKH TaHHBIX.

CepBep npuiI0KEHHUH peain30BaH B BUE BeO-caiiTa, pa3merieHHOro Ha BeO-ceprepe 11S.

Ha cepBepe npuiiokeHui pa3melieHbl MOJICUCTEMbl YPOBHS B3aUMOJICHCTBUS, YPOBHS
OM3HEC-JIOTUKH M YPOBHS joctyna K b/I.

B3aumopeiicteue APM monb3oBatensi ¢ CepBEPOM MPUIOKEHUM OPraHM30BaHO C
UCIOJIb30BaHuEeM BeO-cepBepa. OOMeH NaHHBIMH Mexay BeO-cepsepom u APM monb3oBarens
opranu3oBad 1o npotokory HTTPS.

[IpenocraBiienne JaHHBIX MOJIB30BATENIO OCYILIECTBISETCS Yyepe3 BeO-0payzep.

[loncucrema XpaHEHMs [aHHBIX pa3MEIllEHAa Ha CEpBEPE BMECTE C CEPBEPOM
MIPUITOKEHU M.

CrpykrypHnas cxema [10 npencrasnena Ha pucynke 1.

Pykosoocmeo cucmemnozo admunucmpamopa Cmpanuya 4 us 70
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Pucynox 1. Apxurektypa IPM KOT

Pykosoocmeo cucmemnozo admunucmpamopa

Cmpanuya 5 us 70




OPM KOT 000 «CMC-HUT»

1.1 Cxema unterpaunu IPM KOT c apyrumm cucreMmaMu

3PM KOT mMoskeT ObITh HHTETPUPOBAH C APYTUMH CHCTEMAaMU/CEPBUCAMU MTPEIIPUSATHSL.
WuTerpanus OCyLIECTBIISIETCA IOAKJIIOUEHUEM M HACTPOMKOM COOTBETCTBYIOIIMX MOIYJIEH
CUCTEMBI:

1. UnTerpanus ¢ KaapoBOil CUCTEMOM

OPM KOT wucnons3yer BHENIHHE UCTOYHUKH JAHHBIX JJIS TOJY4YEeHUs UHPOPMALUU O
KaJpOBOM COCTaBE MPEANpPUATHS. MexaHu3M MHTErpaluy 3aBUCUT OT BO3MOKHOCTEW KaIpOBOH
CHUCTEMBI.

2. UnTterpanus ¢ cepepamu AD/ADFS

OPM KOT mno3Bomisier mpou3BOANTh ayTeHTU(UKAIIMIO TIOJIh30BaTeNIel uepe3 cepBepa
AD/ADFS. Nmeetcst BO3MOXHOCTh ayTeHTH()HUKAIIAN 110 JIOTHHY/TIAPOJIIO.

3. Unrterpaius ¢ TOYTOBBIM CEPBEPOM.

Jlyisa omoBenieHus MoJb30BaTeNell cucTeMbl, coTpynHukoB mpennpustus OPM KOT
UHTETPUpPYETCS C MOYTOBBIM cepBepoM. st maTerpanuu 1K Heo0X0oauMo HACTPOUTH YUETHYIO
3aMuCh I KOMIUIEKCA Ha MOYTOBOM CEpBEpE, MPOM3BECTH HACTPOUKY MOJYJISl OMOBEHICHHUN
(ampec cepBepa, IOPT, YUCTHBIC TaHHBIM, MeXaHu3M mudposanus) DPM KOT.

4, I/IHTCFpaHI/IH C CUCTEMOM XPpaHCHUA JaHHBIX

OPM KOT wucnonp3yeT BHEUIHIOI CHCTEMY XpaHEHUS JaHHBIX, JOCTYIHOM IO
npotokosty SMB a5t XpaHeHust OMHapHBIX TaHHBIX - BIIOKEHHUH, JOKYMEHTOB.

Cxema B3anmogaerictust OPM KOT c¢ cucremamu/cepBrcaMu peaNpusTHs yKa3aHa Ha
PHCYHKE.

MonyyeHne AaHHbIX M3 KaapOBON CUCTEMbI &.‘ KaapoBas cuctema
L]

=]

PY OTnpaeka yBefOMAEHUM MouToBbLIN CepBep
[ o
AyTeHTUdMKaUMA nonb3oBaTenei AD/ADFS
SMB share @ SMB share

Pucynok 2 - Cxema B3anmopeiicrBust 9PM KOT ¢ apyrumu cucreMamu

Pykosoocmeo cucmemnozo admunucmpamopa Cmpanuya 6 us 70
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1.2 MacwrabupoBanue CucreMbl

s obecniedyeHus: MaciiTabUpoBaHUS U OTKazoycToiumBoctu cuctema DPM KOT
pa3BopauMBacTCs Ha TpyIme cepBepoB. KoauuecTBO y3i10B ompenensercss TpeOOBaHUSMH IO
Harpy3ke mporpammHoro komriekca. st paboter 200 u Gonee OAHOBPEMEHHO PabOTAIOIINX
M0JIb30BaTeN e PEKOMEH IYETCS HCIIOJIb30BaTh KOH(MUTYPAIUIO U3 IBYX M 00Jiee CEPBEPOB.

banancupoBka 3ampocoB M IpoOBEpKa pabOTOCIOCOOHOCTH cepBepa MPOU3BOAUTCS C
ucrnonb3oBanueM texHosioruu Network Load Balancing (NLB).

Kaxxp1ii cepBep rpymbl COAEPKUT CIECIYIOIIUE KOMIIOHEHTHI:

— Cepgep IIS. Ha cepgepe IIS pazsepnyt cepsep npunoxeruit 9PM KOT u ciyx0ba
OamancupoBku 3ampocoB Application Request Routing (ARR). Cayxb6a ARR
HACTPOCHA I PABHOMEPHOTO paclpeiciieHUs BXOMISIIUX 3alPOCOB MEXKIY
cepBepamu IS, pa3MenieHHBIMU Ha Pa3HBIX CEPBEPAX TPYIIIIHI.

— Pacnpenenennsiii keur. C 1enpi0 MaKCUMAJIbHO OBICTPON OT/AAa4YU KIMEHTaM PEIKO
M3MEHSIOIINXCS HA MPOTSHKEHUH KiueHTcKoi ceccun nanubix (HCU, ceccuonHbie
JAHHBIE MOJIb30BaTeNs), JanHble KemupytoTces B BJ] Redis. Cxema paboThl kema:
IIPH 3aMpOCe JaHHBIX POU3BOJUTCS IPOBEPKA, €CTh JIM TAKKUE IaHHbIE B Kewe. Ecin
HeT - uHopmarus BeruuThiBaeTcs u3 bJl, kemupyercs u ornaercs kinenty. llpu
MOBTOPHOM 3aIlpoce JaHHbIe OepyTcs U3 Kemia 06e3 uTeHus u3 0a3bl naHHbiX. Kemn
WHBAJIUUPYETCA TPU H3MEHEHUM JIaHHBIX II0JIb30BaTEJIEM, HAIpUMEp, KOrna
m3mensiercs HCU. Cunxponusamust maHHeix B Redis  ocymecTBisieTcs
koMnoHeHToM Dynomite. [Ipu 3amucu 1aHHBIX B Kelll, TaHHbIE OOHOBISAIOTCS Ha
KaXJIOM cepBepe rpymnmbl. Takum o6pazom 3anpoc HCU, ceccMOHHBIX TaHHBIX
BO3MOXKEeH c mroboro cepsepa. Kommonentsl Redis, Dynomite pa3BepHyTHl B
cucteme KoHTelHepu3armu Docker.

— Cucrema Ynpasnenust bazamu lanusix (CYBJ). Kaxnasiii y3en cogepxkur 1 6azy
nanHbIx PostgreSQL, oxna u3 kotopoit HacTpoeHa kak Master, Bropas — kak Slave.

3anuck npousBoauTcsa B Master 6a3y AbIHHBIX, BTOopast b/l cunraercs pezepBHOil U
JIOCTYIHA JIJIsl YTEHHS CEPBEPOM IMPUIIOKEHUI KomIuiekca. [locne 3anmucu B Master
6a3y naHHbIX MH(pOpMaIus pacpocTpaHnsercs Ha Slave 6a3y nanusix. [Ipu 3ampoce
JaHHBIX KJIMEHTOM - PpEecTpbl COOBITUN, OOBEKTOB CHUCTEMBI, KaJeHJaps,
CTaTUCTHKH - YTEHUE MPOM3BOJIUTCS CEpBEPOM MNPUIIOKEHUH M3 0a3bl JaHHBIX,
pPacroJIo)KEHHOM Ha TOM K€ MallllHe, 4To U cepBep npuioxeHuil. Takum oOpazom
o0ecrieuynBaeTcss MaKCHUMallbHash CKOpPOCTh  NPEJOCTaBIEHUS  MH(DOpMaIUH
IIOJI30BATEI0 CUCTEMBI.

— Xpanunuie BioxeHnid. OPM KOT ucnonp3yeT BHEUIHIOIO CHCTEMY XpaHEHUs
JAHHBIX, JIOCTYNHOM Mo mpoTokosy SMB s XxpaHeHHs OMHApHBIX JAHHBIX -
BJIO’KEHUH, J0KymMeHTOB. B cayuae ortcyrctBuss CXJ| BO3MOXEH BapHaHT
HACTPOMKM XpaHEHUs OMHApHbBIX (DalIoB Ha JTUCKE cepBepa C HCIOJIb30BaHHEM
KOMITOHeHTa SyNcthing asst uX CHHXPOHU3AIMH.

Pykosoocmeo cucmemnozo admunucmpamopa Cmpanuya 7 uz 70
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Hixe OpeaAcTaBjICHA CXEMa BSaHMOHeﬁCTBHH KOMIIOHCHTOB CUCTCMBI.

[ o |

@
XpaHunuwe
BROHMEHW A
ot B o
11s Docker Host (3% CcYeA Docker Host I1s
@ —5B-0B B —— E A-53—-0-Q
Cepeep Dynomite Redis DB Redis Dynom|te Cepeep ARR
I'IpHJ'}O)IEEHHﬁ [CamxnanHsusn Redis) cache cache [CHHXD AR Radis) NP OH eHWUA

r.:nymoa NLB
a ——— a
[

YcTpoHcTBa NoNk3oBarens

Pucynok 3 - Cxema B3auMoOIeliCTBHSI KOMIIOHEHTOB CHCTEMbI
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2 TpeOGoBaHUA K NPOrPAMMHOMY U ANNAPATHOMY 00ecneYeHHu 0

TpeboBanus k nporpammaomy odecrieuernio DPM KOT ykazansl B TaOauIie HIDKE.

Tadanna 1 — TpeGoBaHus K MPOrpaMMHOMY 0GecnedeHHIO

KoMnonenr

TpedoBanus

CepBep*

OnepanuonHas cucrema ceppepa — Microsoft Windows

Server 2019 (64 bit) u BeIIIE;

Be6 cepsep — Microsoft 11S 10;

Cpena ucnonnenust — ASP.NET Core Runtime 3.1;

CYBJ - PostgreSQL 11 (ans aaMUHUCTPHPOBAHUS

HeoOxoaum Opaysep Google Chrome);

Jiiss MacmTaOupoBaHHUsS CHUCTEMBbI Ha TPYIIY CEPBEPOB

JIONIOJTHUTEIILHO YCTaHABIMBAKOTCS:

e Monayne Application Request Routing, moayns IS
URL Rewrite cOOTBETCTBYIOLIMX BEPCHIA;

e Konreitnep Docker for Microsoft Windows s
xoctuHra komnonenTos Redis, Dynomite;

e Redis 5.0 - cucrema ympaieHus 0a3aMu JaHHBIX
kiacca NoSQL, paboraromias co CTpyKTypaMu JaHHBIX
TUMA «KJIKOY - 3HadeHue». lVcmonb3yercss uis
peanu3alyy KoIIa;

e Cucrema cunxpoHuzanuu Redis mexay cepBepamu —
Dynomite.

PaGouas cranuusa

OrnepanmonHas cuctema kiaueHta — Microsoft Windows
10 u BbIIIIE;

ITaker MS Office 2013 u BoIlIE;

Bbpay3ep Google Chrome / Microsoft Edge;

Adobe Acrobat Reader

Tpebosanus k annapatHoMy obecrieuennto OPM KOT ykazanbl B Tabnuiie HUXKeE.

Tadanua 2 — TpeGoBaHus K annmapaTHOMY 00ecrieYeHUI0

KommnoueHnr

TpeGoBanust

Cepaep*

Tun npoueccopa — He MeHee 4-X siiep C TAKTOBOM 4acTOTOMN
He Hmke 2.27GHz, 64 bit;

JlocTynHbIi 00beM OnepaTuBHOMN maMsTH — He MeHee 8 ['0;
CBo0OoHOE MECTO Ha )KECTKOM Jucke - He MeHee 200 I'6 (6e3
yueTa o0bema (paitioBBIX BIOKEHU)

CereBoii unrepdetic — 100/1000 Ethernet.

Pabouas cranmus

Tun npoueccopa — He Hike Intel Core 13 nim aHaMOrMYHBINA
MPOLIECCOP APYTUX MPOU3BOAUTENEH;

CBo0OoHas onepaTuBHas MaMATh — He MeHble 2 1'6;
Paspemienne monnropa —1024x768 u BeILIE;
Ceresas miara Ethernet 100/1000 M6wut/c, Wi-Fi 802.11ac /

Pykoso0cmeo cucmemmo2o aomMuHucmpamopa Cmpanuya 9 uz 70
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TpebdoBanust
KomMmnoneHT
802.11n
Mo6uiibHOE yCTpOICTBO — JluaroHaiub SKpaHa — HE MEHeEe 5 II0MMOB;
— OcHoBHas ¢oTtokamepa — He MeHee 5 Mn

* - TpeboBanus ykaszansl Juist ogHoro cepBepa OPM KOT munumansao# koHpuryparmu (1
noJsib30Batesb, 100 coTpyqHUKOB). XapaKTepuCTUKH anmapaTtHoi yactu cepepa OPM KOT npyrux
KOH(HUTypanuid No0MparoTcs NHANBUAYAIBHO.

Jlnst  obecnieyeHus: MacmITaOUpPOBaHUS W OTKa30ycToHyumBocTH cuctema OPM KOT
pa3BOpPaYMBAETCs HA IPYIIIIE CEPBEPOB.

Pyko8o0cmeo cucmemno2o aoMuHucmpamopa Cmpanuya 10 uz 70
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3 ¥Ycranoska OPM KOT

Ycranosky 9PM KOT Heo0X0AMMO BBIONHATE Ha CEPBEPE C YCTAHOBICHHBIM CUCTEMHBIM
ITO u CYB/] B cnenytoliieit mociie10BaTeIbHOCTH

1. VYcranoska cucremnoro I10;

HacTtpoiika sS136IKOBOTO CTaHIapTa;

Cosznanue u HacTpoiika 6a3el qaHHBIX PostgreSQL,;
Hacrtpoiika nyna u caiita NpuiioKeHus;

VYcranoska OPM KOT.

a > wn

Jlnisi MHOTOCEpBEPHON KOH(PUTypalluu Ha KaKJOM CepBepe criepBa HEOOXOAUMO HPONTH
IepEeYHCIICHHBIE BBILIE LIaru, 3aTeM IPUCTYNaTh K paszaeiny 3.6.

3.1 ¥YcranoBka cucremtoro IO
3.1.1 YV¥YcranoBka Beo-cepsepa |1S

Jlnst paboter TTIK ucnosb3yercs Bed-ceprep IS (Internet Information Services), Bxosiuii
B KomIuiekT nmoctaBku MS Windows Server.
JInst ycTaHOBKH HEOOXOAMMO BBITIONIHUTD CIICAYIONINE ACHCTBHUS:

1. Bxmounts poiss IIS B Server Manager B pa3aene «J{006aBUTh poiii 1 KOMIIOHEHTBIY.

& Oucnersep cepeepos - m} *

F Ynpasnenue Cpeacrsa  Bwa  Cnpaska

[Jwcnetyep cepeepos * lNaHenb MOHWTOPWHTE

152 MNanene MoHWTOpUHTa

0l /lokaneHeii cepeep

Bac npnBeTCTBYET ANCNeTuep CEpPBEROB

ii Bce cepeephl
o Is

§§ Oaiinoesie cnyxBel 1 an... b

o HE—?CTpOL’ITb JTOT 1OKaNsHbIN cepeep

2 [oBaBnTb POJU M KOMIMOHEHTBI

3 [oGaeuTs Apyrue Cepsepel AN YyNpaBneHws

Yro nosoro

4 Co34atb rpynny Cepeepos

5 TloaknoumTs 3TCT Cepeep K oBnaduHbIM cnyxbam

Crpais
Mogpobree

POAW W rPYNNbl CEPEEPOB

§ /lokanbuwii cepeep 1 ii Bce cepeepbi 1

Ponu: 2 | Tpynnel cepeepos: 1 | Beero cepeepoe: 1
- = @alinoesle cnyx6bi v
£ 1S ! = cysx6bl XpaH::(MLLla
@ ¥npaenaeMocTs @ YnpaenaemocTe
CobeiTha Cobbitna
CnyxBel MNponzecaMTeNBHOCTE
MNpouzE0aMTENEHOCTE PezyneTatel BPA

Pesynetatel BPA

@ ¥YNpaenaemocTe
Cobbitua

Chyx6u1
MpowzBoAUTENEHOCTE

Pesynetatel BPA

07.05.2020 10:20

@ ¥npaensemocTe

Cobermua

Cayxoel

lNpousBoAMTENEHOCTE

Pesynetatel BPA

07.05.2020 10:20

Pucynox 4 — Hacrpoiiku Server Manager

2. YcTtaHOBHUTH CiIyKObI poseii (PucyHok 5).

PyKOBO()CWlGO CUCMEMHO20 a()MuHucmpamopa

Cmpanuya 11 uz 70
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PRI TBManagement Tools (3 of 7 installed

+ IS Management Console (Installed)

¢ [_] 1S 6 Management Compatibility
« IS Management Scripts and Tools (Installec
+ Management Service (Installed)

Pucynok 5 — Cay:x0bI poJeii coBmecTumoctu ¢ IIS
3. Taxxe ycTaHOBUTH OCHOBHBIE CITyKObI posieit (PucyHok 6).

Roles

L tracing
v Performance (Installed)
4 (W] Security (4 of 9 installed)
v Request Filtering (Installed)
v Basic Authentication (Installed)
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authenticatic
[] Digest Authentication
[] 1S Client Certificate Mapping Authentic
[] 1P and Domain Restrictions
v URL Authonization (Installed)
v Windows Authentication (Installed)
4 (W] Application Development (5 of 11 installed)
[] .NET Extensibility 3.5
v .NET Extensibility 4.7 (Installed)
[] Application Initialization
v ASP (Installed)
[C] ASP.NET 35
« ASP.NET 4.7 (Installed)
] cai
+ ISAPI Extensions (Installed)
+ ISAPI Filters (Installed)
[] Server Side Includes
[] webSocket Protocol
v [ ] FTP Server
¢ [m] Management Tools (3 of 7 installed)
[] Windows Deployment Services
[] Windows Server Update Services

Pucynok 6 — OcHOBHBIE CITYKOBI poJieit
[Tocme ycranoBku IS W MONMOTHUTENEHBIX KOMIIOHEHTOB, HEOOXOJMMO YCTAaHOBHTH
KOMITOHEHTEI:
- ASP.NET Core Runtime (Hosting Bundle) -

https://dotnet.microsoft.com/download/dotnet-core/3.1

- URL Rewrite - https://www.iis.net/downloads/microsoft/url-rewrite

3.1.2 V¥Ycranoka CYBJI PostgreSQL

Jnis co3manust y4eTHOM 3amucu moib3oBaTens PostgreSQL, or umenu kortopoit TIK
pabotaet ¢ B/, HECOOXOAMMO BBITIOJIHUTH CICAYIOIIHE ICHCTBUS:
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1. Ckauarp ¢aiin ycranosumka CYB/I:

https://www.enterprisedb.com/downloads/postgres-postgresgl-downloads.

2. Otkpoith (aiin «PostgreSQL_11.7 64bit_Setup.exe» ABOWHBIM Ha)KaTHEM MPaBOU
KHOIIKU MBIIIIH;

3. BwiOpartsb 5361k nHCTAIIISITOpa (PUCYHOK 7).

Installer Language *
@ Please select a language.
=
Russian [ Fusskij e
Cancel

Pucynok 7 — Be1oop a3bika

4. B okHe Macrepa ycTaHOBKH Ha)aTh KHOIKY «/lanee >» (Pucynok 8).

Yecranoeka PostgreSCL 11 (64bit) — >

Bac npuBeTcTBYEeT MacTtep
ycTtaHoBkM PostgreSQL 11 (64bit)

3Ta NporpaMMa yoTaHoenT PostgreSQL 11 (64hit) Ha Baw
KOMMBKOTED,

MEpea HAYEN0M YCTEHOBKH DEKDMEHA YETCA 3aKPEITE BCE
pEDOTAMOLLME MPUACHEHUA, ITO NOSEQNMT NPOrPaMME
YCTAHOBKM 0OHOBMTE CUCTEMHEIE BaANEI BES NepesarpysKK
KOMMNBKTERS,

HarkmuTe KHoMKy “Janee” Ana NpoacmKEHWA,

o

Pucynok 8 — Macrep ycTaHOBKH

5. [Ilepen ycranoBkoii PostgreSQL 03HaKOMUTBCS € JUIEH3MOHHBIM COTJalllCHUEM
(Pucynok 9).
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Ycranoeka PostgreSCL 17 (64bit) — x

IMueHsHoHHOE COrnalweHue
o PFROFESSIONAL

PO S reS Mepen yoraHoekon PostgreSQL 11 (64bit) ozHakomMeTes C
g NHLEHZMOHHEIM COMNELWEHWEM,

[NA NepeMelLEHMA Mo TEKCTY MCNONb3YIATE KNasWwW Pagelp™ w PageDown™,

PostgreSQL is released under the PostgreSQL License, a liberal Cpen Source
license, similar to the BSD or MIT licenses.

PostareSQL Database Management System
(formerly known as Postares, then as Postgresas)

Portions Copyright {c) 1996-2015, The PostgreSQL Global Development Group W

ECni Bel NPMHMMEETE YCNOBMA COrNALWEHMA, HEMMATE KHONKY TIpHHMMaD ™. YTobel
YCTEHOBWTE MPOrPEMMY, HE0DX0AMMO NPMHATE COrNaLLEHHE,

< Hasan OTMeEHE

Pucynok 9 — JInnieH3M0HHOE COTJIANIEHHE

6. B oxHe «KOMIOHEHTHl yCTaHaBIMBAaEMOW MpPOrpaMMbl» BBIOpAaTh HEOOXOIUMbIE
KOMITOHEHTHI /151 ycraHoBKH (Pucynok 10).

Yeranoeka PostgreSQL 11 (B4bit) — x
Korn ABNMBAaEeMCi NPorpaMmMsd
off PROFESSIOMNAL GHEHTE ycra-' n
PO S res BrifiepuTe KoMnoHeHTHl PostgreSQL 11 (G4bit), KoTopbie Bbl
g XOTHTE YCTEHOBWTE.

BriBEpMTE KOMIOHEHTEI NPOrPEMME], KOTOPEIE Bbl XOTMTE YCTAHOBMTE. HEMMWTE KHOMKY
"Manee” ANA NPOACMTHEHWA.

BrifepuTe KoMIOHEHTLI Microsoft Visual C++ 2013 Redistributable
MporpaMMel LA YOTAHOBKH: &-[¥] Cepsep PostgresqL

KOMNOHEHTE! KNMEHTE

KoMNOHEHTL CEpBEpa

----- KOMNOHEHTEI paspaBoTYMKE

OnucaHue

TpebyeTca Ha amcke: 183.6
MBaiAT

= Hazaa CTmena

Pucynok 10 — KoMnoHeHTHI yCTAHABJINBAEMOM MPOrPaMMBI

7. Tlpm ycranoBke PostgreSQL mpemocraBisieTcsi BO3MOXHOCTh BBIOOpa THPEKTOPHH
yCTaHOBKM (MO yMom4aHWIO  mpeaiaraercss — ampekropust  «C:\Program
Files\PostgreSQL\11») (Pucynox 11).
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Yeranoeka PostgreSOL 11 (Gdbit) — X
o PROFESSIONAL yer
POS g res BrifepiTe NnanKky ana ycTaHoskM PostgreSQL 11 {64bit).
Mporpamma ycraHoeuT PostgreSQL 11 (64bit) B yrasanHyko nanky, YTobbl yoTaHoBMTE
NpUACIKEHKE B ADYTYHD NEMKY, HEWMATE KHONKY O830p"™ 1 yKamKTe ee, HEKMUTE KHOMKY
“Nanee” 4nA NpoAOITHEHKHS,
MNanka yCTaHoEKK
Dfzop ...
TpebyeTca Ha ancke: 183.6 MOaAT
NocTynHo Ha aucke: 118,58 Maiit
Pastares Professional
< Hazaa OTMeHa
Pucynok 11 — BeiGop nanku ycTaHOBKH
8. BeiOpars karanor qanHbix (Pucynok 12).
Yeranoeka PostgreSCL 11 (B4bit): Manka ycraHoBkw — *

BeGop nankm ycraHosxm
off PFROFESSIOMNAL

POS g res BoifiepuTe Naniky AnA ycTaHosku PostgreSQL 11 (54bit).

Bazbl AaHHEX BYAYT YCTEHOENEHE! B CNEAYHOWMIA KaTanor

KaTanor aaHHbIxX

Ofzop ...

TpebyeTca Ha awcke: 183.6 MBaiT
NocTynHo Ha aucke: 118.8 MDaiT

Postgres Professional

e omers

Pucynok 12 — BeiGop KaTaaora JaHHbBIX

9. Ha cnenyromem mare 3a1ath napamerpsl cepsepa (Pucynok 13).
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¥craHoeka PostgreSCL 11 (64bit) — x
o PROFESSHONAL .
PO S g res 3afaiiTe NapaMeTpel CEpEEpa
MopT: | 5432
Anpeca: PaspewaTts noakniodeHus ¢ niobbix IP-agpecos
Nokane: HacTpoika OC k4
CynepnonesoBaTent: | postgres |
Maponb: | [ITITTITTITIT] |
MogTeep#aeHue: | PATTTTITIIY |
BRNMYKTE KOHTPONBHEIE CYMMEl ANA CTREHMLL
[JHacTpouTs nepemesHse cpeas
< Hazan OTMena

Pucynok 13 — [lapameTpsl cepBepa

10. TIpoBecTr ONTHMHU3AIMIO TPOU3BOAUTEIBLHOCTH cepBepa (Pucynok 14).

¥cranoeka PostgreSCL 11 (64bit)

ol PROFESSIONAL

Files\PostareSQLY11\data\postaresgl, conf

(®) MPOBECTH ONTHMMBALIMID NEPEMETPOE

() cnonb30BaTL NAPEMETPE N0 YMONHEHHIO

MNapameTpd cepaepa

PO S g res 3anaHTe NapaMeTpel cepeepa

MoHO MPOBECTH ONTUMMIALMID MPOMZB0AMTENEHOCTH CEPBEPE, MCX0AA M3 0bBEME
YCTAHOBNEHHOA NamMaTh 10082 ME. Cepeepy GyaeT BelaeneHo GonkLWe onepaTMEHOMR
namATK. MapamMeTpel GyayT sanucanel & dain C:\Program

I:‘ MokasaTb AoNoNHUTENBHbIE NapaMeTpbl ...

OTHEHE

X

Pucynok 14 - OnTumMu3anusi Npou3BOIUTEILHOCTH cepBepa

11. BeiOpath manky Juist pa3MeIieHus sipibikoB nporpammsl (Pucynok 15).
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Yeranoeka PostgreSQL 11 (Bdbit) - X

Manka B metmo "Tycx™
off PFROFESSIONAL
PO s res BeifepuTe Nanky B MeHko TIyck” ANA PasMELLEHWA APMBIKOE
g nporpaMte,

BoibepuTe nanky B meHte Tlyck”, Kyaa ByayT noMelweHbl ApsIkK NporpamMmel. Bel Takke
MOMETE BEECTH APYTOE MMA Narku.

7-Zip ”
Accessibility

Accessories

Administrative Tools

Foxit Reader

IS

Intel

Java

Maintenance

Microsoft Silverlight

Microsoft SQL Server 2008 A

[THe coznasate apnsika

Postgres Professional

< Haszaa YCTaHOBHTE OTmeqHa

Pucynoxk 15 - ITanka aJist pa3MenieHus SpJabIKOB MPOTrPaMMBbI

12. TTocneaHuM 3TAroM sIBIIIETCS Mpoliece KonupoBanus ¢aitios (Pucynox 16).

l ﬁ.‘ Microsoft Visual C++ 2013 Redistributable {x64) - 12.0.303... — >

Microsoft Visual C++ 2013
Redistributable (x64) - 12.0.30501

Setup Progress

Processing:  Microsoft Visual C++ 2013 x84 Minimum Runtime - 12.0.21003

Cancel

< Hazan Lanee = OTMEHa

Pucynoxk 16 — IIponecc konupoBanus ¢aiijios

13. TTo OKOHYAHHIO TPOILECCA YCTAHOBKH TIIOSBIICTCS OKHO 3aBEPINCHHS YCTAHOBKH
(Pucynox 17).
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Ycranoeka PostgreSQL 11 (64bit) —

3aBepiuenue paboTb MacTepa
yctanoBku PostgreSQL 11 (64bit)

YcTaHoska PostareSQL 11 (64bit) sbinonHena.

HaxmMuTe KHOMKyY "ToTOBO"™ ANS BbIX0AaE M3 NPOrpaMMbl
YCTEHOBKM.

< Hasan loToB0 OTMera

Pucynok 17 — OxHo 3aBeplIeHHs] YCTAHOBKH

3.1.21 V¥YcraHoBKa naHeau aAMHHUCTPUPOBaHuUs pgAdmin

Jns agmunuctpupoBanus PostgreSQL pexomenayercst ycraHoBuTh «pgAdminy. s
paboTtsl «pgAdmMIiny» HeoOXoauM Opay3ep, peKoMeHayeTcs ucnoib3oBarh «Google Chromey.
VYcranoBka «pgAdminy npou3BoanTCs 0€3 U3MEHEHHUS apaMeTPOB B HHCTAILISATOPE.
CrpaHu1sl 3arpy3Ku TUCTpUOYTHBOB:
- pgAdmin - https://www.pgadmin.org/download/pgadmin-4-windows
- Google Chrome - https://www.google.com/chrome/?standalone=1&platform=win64

3.1.2.2 Hacrpoiika koHpurypauuu PostgreSQL

B macrtpoiikax ¢aiima PostgreSQL  /data/postgresqgl.conf mpu HeoOXOAMMOCTH MPOU3BECTH
U3MCHEHHE HACTPOEK B 3aBHCHMOCTH OT XapaKTEPHCTHK cepBepa. JlIs cTaHIapTHOTO cepBepa ¢
XapaKTEePUCTUKAMU:

# DB Version: 11

# OS Type: windows

# DB Type: web

# Total Memory (RAM): 16 GB

# CPUs num: 4

# Connections num: 200

# Data Storage: HDD,

PEKOMEH/IYIOTCS CIIeIyIOIINEe HACTPOMKHU B postgres.conf:
max_connections = 200
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shared_buffers = 512MB
effective_cache_size = 12GB
maintenance_work_mem = 1GB
checkpoint_completion_target = 0.7
wal_buffers = 16MB
default_statistics_target = 100
random_page_cost =4

work_mem = 13544kB
min_wal_size = 1GB
max_wal_size = 2GB
max_worker_processes = 4
max_parallel_workers_per_gather = 2
max_parallel_workers = 4

3.2 Hacrtpoiika sI3pIKOBOIr0 CTaHIApPTa

JlJis BKJIIOYEHHSI HACTPOUKH SI3bIKOBOTO CTaHIapTa HEOOXOIUMO BBINOJHUTH CIEAYIOIINE
NENCTBUL:

1. Boiitu B cucTeMy mojb30BareieM, 1Mol KOTOPhIM Oy1eT padoTath Iyl caidTa (€Clid eCTh
HEOOXOAMMOCTh pPabOThl TyJla OT HMMEHH OMNPEAENIEHHOTO TOJb30BaTelsA) WU
10JIb30BATEJIEM C IIPaBaMM aIMUHUCTPATOPA,;

2.  Otkpoith [lyck/Ilanens ynpaienus/SI3pIk U pernoHaIbHBIC CTAaHAAPTHI;
Haxatp «J/lononHuTEIbHBIC ITApaMeTPh»;

4. B none «Pazgenurens menoi u ApoOHOW 4YacTU» BBECTH TOUYKY, €CIIM TaMm APYrou
CHMBOJI,

5. Haxare «Ox».

3.3 Hacrpoiika 6a3bl JaHHBIX

3.3.1 Co3nanue u HacTpoiika 6a3pl JaHHbIX PoStgreSQL

ITepen ycranoBkoit OPM KOT Ha cepBepe 0a3 nmanubix PostgreSQL pomkeH OBITh
pasBepHyT crapToBbIii backup 6a3bl JaHHBIX (HAXOJUTCSA Ha JUCKE C AUCTPUOYTHBOM), KOTOPYIO
HE00X0MMO OyAeT HAaCTPOUTh, YUETHAs 3alUCh MOJIb30BATEls, KOTOpasi OyJIeT MCIOIh30BaHa JIIs
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MOJKJIIOUEHUS K 0a3e, a Tak)Ke HACTPOEHBI MpaBa JIOCTYIa 3TOW YUETHOH 3alucH K CO3JaHHOM 0aze
JTAHHBIX.

Jns ynpaBienuss u Hactpovku bJ/[ Ha cepBepe MOXKHO BOCIOJIB30BATHCS YTUIIUTOU
pgAdmin,

1. Cosznare nycryro B/l ¢ mapamerpamu no ymomnuanuto (Pucynok 18).

= CospaHue Baaa faHHbIX x

Oflme OnpegeneHWe  BesonacHocTb  MapameTpbl  SQL

ba3a faHHbIX KOT_TP
Bnageneyu £, postgres v
KommeHTapui

i ? ® OTMeHa <3 CBPOCHTE

Pucynok 18 —Co3nanue B/]

2. BoccranoButh craptoBsiii backup B cosmannyto BJI (Pucynok 19)
T WIS MONNWIA (V)
> = KOT TO
v =KO O6HOBUTL
> ¥ Cosgars >
» o
> B YaanuTo
> ® CxkpunTt CREATE
> C OTKNOYUTHCA OT 6a3bl AaHHLIX..
> ¥
S OB6cnyxuBaHUe..
>

> = pos PesepBHan Konus..

ENTTT  BoccTaHoBuTb...

Tabnue MacTep HasHa4YeHua Npas.
3anpoCHMK..

Cso#cTBa...
Pucynok 19 — BoccranoBiaenne 63kama B/]

3.3.2 Hacrpoiika pe3epBHOro KONUPOBAHUA 0a3bI JAHHBIX

Pexomennyemas yactoTta cozianus pe3epBHbIX konui b/l — 1 pa3 B cyTku.

Jli1s HacCTPOMKHU pe3epBHOIO KONMMPOBAHUS HEOOXOAUMO CIENIaTh CIEeNyIOILee:

Pyxosoocmeo cucmemnozo aomunucmpamopa Cmpanuya 20 uz 70



OPM KOT 000 «CMC-UT»

1. HactpouTts ckpunt postgresqlBackup.bat.

J51st 3TOr0 HEOOXOIMMO OTKPHITH €r0 IMPU MOMOIIM TEKCTOBOTO peAaKTOpa U 3a/1aTh
napameTpbl, CHa0KeHHbIE KOMMEHTAPUSIMH.

e Xocr, rae pacnonaraercs b]l (ecnu Ha Toii ke mMamuHe, MOxHO localhost).

e Ilopt, mo koTOpOMy ITpou3BOUTCS oOpareHue K 6a3e (1o ymordanuto 5432).

o Ilonmp3oBarens, OT Ybero UMEHH OYAET CO3aBaThCs OeKarl.

o [laposs nonbp30BaTENS.

e Uwms Ga3sbl, 1st KOTOPOH OyAeT co3aan Oekarl.

o [lomHbIH MyTh K TUPEKTOPUH, B KOTOPYIO OYIYT CKIIAIBIBAThCS T€HEPUPYEMbIC OCKAITbI,
o ITlomublil myTh K TUPEKTOPHUH, I'ZIe pacnoiaraercs namnka PostgresqlBack.

2. Hactpouts ckpunt windowsTaskCreator.bat

Heo0OxonnMo, aHaoruuHo MyHKTY 1 3a7aTh mapameTpsl.

e IlyTs K 3amade Ocekana B ruianupoBnke Windows (JIF000¥ YHUKATBHBIH).
o Tlonwbrit myTh K postgresqlBackup.bat.
e Bpewms, B koTOpoe CKpUNT OYAET €KEAHEBHO BBITIOIHSITHCS.

3. Brmonnure windowsTaskCreator.bat.

3.4 Hacrpoiika nmyJja 1 caiiTa NpuioKeHust
Jlnia nHactpoiiku BeG-cepBepa |1S Heo6X0a1MMO BBIOIHUTH CIAEAYIOUINE TEHCTBUS:
1.  Co3znaTth ¥ HACTPOUTH MY NPUITOKEHUIH;

2.  CoznmaTh ¥ HACTPOUTH CAUT MPHUIIOKEHUH.

3.4.1 Co3aanue u HACTPOIiKa MyJia MPUJIOKEHU

1. Ortkpeite: Ilyck/Ilanens  ympaBienus/Bce  3yeMeHThl  MaHeNW  YIpaBlIeHUs/
AnmunuctpupoBanue/Jucneruep ciayx0 IIS;

2. BbI3BaTh KOHTEKCTHOE MEHIO KOpHEBOro 3neMmeHTta «Ilymbl mpuioxxeHuit». B MeHro
BbIOpaTh paznen «J{00aBUTh MMyl MPHUIOKEHUNY;

3. Vkazare mapameTpsl HOBoro myina (Pucynok 20):
o  Uwms (manpumep, KOT_TP);
e Bepcus cpenpi: .Net Framework: mrardopma .Net Framework sepcuu 4.0.3;

e  PexuM ynpaBiieHHs] KOHBEHEpa: BCTPOCHHBIN.
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P ]
HobaeneHye nyna NnpUaoXeHMA I_-

[Arag:

| KOT_TP| |

Bepcuna cpeger CLR.MET:
| Cpeaa CLR .NET sepcym v4.0.30319 v|

Pexmm ynpasnaemore KoHEEAepa:

|BCTFII:IEHHbIﬁ W

HemeaneHHell 3anyck nyna NpuacseH i

QK Ormena

Pucynok 20 — [ITapameTpbl HOBOTO mMyJa

4. qepe3 KOHTCKCTHOC MCHIO CO34aHHOI'O l'Iy'J'Ia BBI6paTB pasnen «I[OHOJ'IHI/ITCJ'IBHLIC
rapamMeTpeDy:
®  YyCTaHOBUTH CBOWCTBO «Pa3perieHsl 32-pa3psaHble NMPUIOKEHUS» B COCTOSHUE
false;

®  YCTaHOBUTH CBOWCTBO «3arpy3uTh NpOQMIb IOJIH30BATEN» B COCTOSHUE true
(Pucynoxk 21).
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| Pazpewensl 32-paspagHble npu. False

Pexum sanycka OnDemand

Pexxum ynpasnaemorc koHselie Integrated
4 3awmra ot YacTbix cboes

Brntouen True

WHTepean cboes (B muHyTax) 5

Wcnonxaembrit daitn npu sasep

Makcumym cboes 5

Mapametpel ucnonxsemoro dai

Tun oteeta "Cnyxba HegocTynH HttpLevel

4 Mogenb npouecca
arpy3nTe npoduab NoNbL30BaTe True

MakcumaneHas 3agepaxkka otnr 90

MakcumansHoe yncno pabounx 1

Mepuoa epemenn mexgy npoee 30

MpeaensHoe Bpema 3aseplueHn. 90

MpeaensHoe epems sanycka (e ¢ 90

Mposepka cBA3M BKAMOYEHS True
P ChopmMupoeaTe 3anuck XKypHan

Taim-ayT npocton (B MuHyTax) 20
Sascesenes s T

4 He 3aBepwarb npoueccob:

Yaocroeepenue
[identityType, username, password] Onpeaenser ebinonHeHNe nyna
NPWOXKEHNI B KYECTBE BCTPOEHHOM YHETHOM 3aMMCH, 3 UMEHHO KakK YA...

v

| OK l l OTtmeHa

Pucynok 21 — Pa3pemenue 32-pa3psiHbIX NPHI0KEHHI
e  Jlo6aBUTH MOJIB30BATENS, MO KOTOPBIM paboTaet myi, B rpynny IIS TUSRS;

o IIS IUSRS BblaaTh npaBa Ha YTE€HUE, 3aIIUCh U IPOCMOTP Marku caita (PucyHnox
22).
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Ceowcrea: KOT x i PazpeweHwva ana rpynnel "KOT" -
lMpeapIoyWmWe BEPCHIA | Hactpoiika | BezonacHocTe
Dewwme | Ooctyn | BesonacHocTs

Mra obvekta: Dwwew KO T

Wra ofivekta: D www \KOT

rp',"l'll'lbl WK NONES0E3TENM.

Ipynne! unv nonssosateny: Q?J [IS_IUSRS (WMHT-KOTIS_IUSRS)
82 CO3OATEMB-BNANENEL 82, CO30ATENL-BNADENEL
#2,CCTEMA H2,CUCTEMA
BE,AUMMHMCTpampbl (VM-IT-KOT AgrmuHucTpaTope!) EE,AUMMHMCTpaTapm WM-IT-KOT AgrauHuc TpaTope!)
32, Monesceatenn (WM-IT-KO T \MNonesoeatenn) 33_', Monesosatena (VM-I T-KOT\Nonesosateni)
Yrofibl MSMEHUTE DASDELIEHIRA,
HamuTe KHonky " Hamernts”. W i | | [T — |
PaspeweHia anA rpynne . .
"COZOATENE-BNALENEL" Paspewns Janpemits Paspeweria ana rpynne: “lIS_IUSRS
Paspewwt 3anpemm
MonHei gocn ~
m MonHei pocTyn | ~
WzreHeHne
- MsmereHre |
YTeHWe 1 BRINONHEHKE = =
UTeHWE 1 BRINONHEHWE |
CnWcoK conspeumaora Nankme
Urere Crvcok comepkrMora Nankm 1
Jamice - UteHne g v
Yrobiel 330aTe 0cobble PESPEWEHUR MM ’—‘
MapaMeTokl, HEKMWTE KHOMKY JononrurensHo
" OpnonHuTensHo "
0K | | OmaeHa | | MpUMeEHITE |

Pucynok 22 — IIpaBa mop30BaTeNs A5 NANKA

e B mapamerpe «YJIOCTOBEpEHHE» BHIOpATh CO3/aHHYIO Ha TPEABIAYIIEM IIare
YUYETHYIO 3aIUCh.

3.4.2 Co3nanue u HACTpPOliKa caiiTa MPUIOKEHU I

Otkpeith:  Ilyck/Ilanens  ympaBnenus/Bce snemeHTHl naHenu — ympabieHUs/
AnmunuctpupoBanue/Jucnerdep ciayxo IIS;

BrI3BaTh KOHTEKCTHOE MEHIO 31eMeHTa «CailTb». B MeH1o BeIOpaTh pasaen «/{o0aButh
BeO-caliTy,;

VYka3zaTh napameTpbl HOBOro caiita (Pucynok 23):

[IpenycnoBue: Co3mare manky Ha aucke D B mamke WWW mamky ¢ Ha3BaHHEM
npezmnonaraemMoro caita, Hanpumep, KOT_TP. B manke KOT_TP co3aars manky web

e Uwms caiita, nanpumep, KOT_TP;
e [lyn nmpunoxeHuii, mpeaHasHaueHHbIH 1 Tekyniei Bepcun [1IK KOT;

e dusuueckudl MyTh, KyJda MPEINOJaracTCs BBITOJHUTH  Pa3BEPTHIBAHHUE
npunoxenus D:\Wwww\KOT_TP\web;

e  Tun npotokona http wmu https 1 cBoOOHEIH TOPT;

e  Ecnu ucnonb3yetcs https mpoTtokou, BeIOpaTh HeoOXxoaumMblid SSL-cepTudukar;

Pyxosoocmeo
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JobaenTe Beb-canT |;-

ram canTa:

KOT_TP | [koT_TP Beibpars...

Katanor COAEpHAMOrD

Duzrdecknid NyTe:
| D:\www\KOT_TP\web

Mpoeepka NOAAMHHOCTH

Mogkn. Kak... TecT HacTpoeK...
Mpueazka
Tun: IP-agpec: MopT:
|htt|:| v| |Bce HEHAZHAYEHHEIE v| |EDEE| |
Mrn yana:

Mpumep: www.contoso.com wan marketing.contoso.com

3anycTuTe BeG-caiT cevac

QK Ctmena

Pucynok 23 — [Tapametpsl caiita

3.4.3 Hacrpoiiku 1S 115 aBTOMaTH4YeCKOr0 3aMycKa cepBepa MpuJioKeHuii

Hactpoutrs IIS nanms aBTOMaTwdeckoro 3amycka cepBepa NPWIOKEHHH, IS 3TOTO
HEOOXOUMO BHITIOTHUTH CIEAYIOUINE TEHCTBUS:

o [lepeiit B «/lonoNHUTENIBHBIC TAPAMETPBI» ITyJia NpuiokeHnit Kot u ycraHOBHTH
«Pexwum 3amycka» B «AlwaysRunning;

e Ha mavampHOU cTpanwmie mucrnerdepa ciryx06 IS mepeiitn B pasmen «Pemaktop
KOH(UTYypaIum»:

Pyxosoocmeo cucmemnozo aomunucmpamopa Cmpanuya 25 uz 70
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€5 fncneruep cayx6 IS - o X
fe 93 b WIN-FHAFREM2CBS » & @~
Daitn Pexum  Cripasks
Moawntonennn Deiicrana
@9 Hauansas cTpatuiua WIN-FH4FREM2CB8 =
e = -3 L Orkpormme dyrikumm
€3 Havensen crpannus h
GuneTpe: ¥ Depeim - (G Moxasats sce | Crpynmmposats no: OF) Ynpasnenve ceprepom
63 WIN-FHAFREM2CBE (STAND\sergey.parfenc) B B Gl Lot nece Ui~
b p ASP.NET ~ || @ Nepesanycnm
(5} Myns! npunoxenmii B 5
v .[8] caiitei (*] ;l? = S% L,
) Default Web Site [ g 8 L L BELTE
@ Forecast Tnobanus..  Kmou  Kewmwnaums Mapamerper Mocrasumn Mpasuna  Cocromrwe Crpawusin Crpamuusi  Crpomn  Yposan oTpets nynel
NET  mawwrisn NET  mpuncoxerma SETOPWSAL.  CERHE  BNEMSHTL. OWMOOK. MOAKTGNE.  AQEEP..
~ % Mopop
I app a
| aspnet_client
1 bin ELm—— Framework
| Content nowTa (SM PR ——
logs s KoMnOHeHTb! Beb-naTdopMEI
| “ __ KoumoHesTh 1 se6- e Dp UL
1 path _ . _ - - @ Cnpasxs
®? e B = 0 o = A B
5 snapshots Application  ASP €6l URLRewrite Begewme flokymewtno 3aronoskw Kswwposa.. Mogynm  Orpavuse.. Mapamerps
7 WefServices Request R. MYPHENZ  YMOMUSHMIO  OTEETOE .. EEIBCAWMEL.. ISAPIu Gl FastCGl
) readiness o _
Server Farms, n 1 e 1 i = &
. & Q& T 4 @ ooE
Mposepka Mpocworp  Paboume  Cepruduk.. Cwarne  Conocras.. Crpawausi  Tunet MIME ©unstpsuma  Ounstper
NoAnMHHO.. KaTanora  mpouscce  cepseps o6psBoTH..  owMEDK sanpocos ISAPI
Ynpasneane ~

& & [01ad

[lenerupo... Monssosar... Paspeweninn | Pegaciop § Cryxbei
AMCnETHEp... KoHGbHTypaL;
wii

Shared
Configurat.. komnoHeHTa AcneTep..

=] Mpocworp sosmonocTeii

2 Mpocwotp copepsamoro

FoTosHocT

bt

Pucynok 24 — Pegakrop koHpurypamuii

B mosBuBLIEMCS OKHE HACTPOEK peaakTopa KOHGUTYypaluu

BBIOpaTh pazien

system.applicationHost/sites, BeiOpats mone «(Komnekmus)» u HaxaTsb | ...];

Ha dopme «PenakTop KOJUISKIMI BBIIOJHATD CIICIYIOIIHE JCHCTBHS

—  BbIOpaTh CailT, BBEJACHHBIN MPU YCTAHOBKE;

— B HIDKHEM OKHE pacKphITh «applicationDefaultsy;
— 3amath g preloadEnabled = True;

— 3amars i serviceAutoStartEnabled = True;

—  3aKpbITh OKHO U HaXaTb KHONKY [[IpuMeHuTs ).

- o x
« @3 b WIN-FH4FREM2CBS » o e
aiin Pexam  Cnpaska
Mopxniouenma @ . Beiicraun
@ i & é! Pejaktop KOHOUrypauui 3,
W5 Hauanswan crpannya Paspen: |system.applicationHost/sites - B,
93] WIN-FHAFREM2CBS (STAND\sergey.parfenoy) 8
(2 Tynet npnoxenni ~ HawBonee rnybokwii yposetti nyru: MACHINE/WEBROOT/APPHOST
v (8] caite (Konneruus) (Count=6) Kongurypauwa
&) Default Web Site > applicationDefaults Mouck no KoHgMrypaLm...
& Forecast > siteDefaults s
Pasaen A
~ % Mopop > virtualDirectoryDefaults
PasBnokup pasner
| app Peaaktop konnekuuii - system.applicationHost/sites/ ? X nokhposaIEEE]
7 aspnet_client Inement "(Konnexyms)” (A
1 bin Inemene: Aeiicrons:
“ Content VI3MeHUTS 3nemeHTbI
ogs name id  severAutoStart MMyre zanucn R a © cooo
path site Default Web Site 1 True MACHINE/WEBROOT/APPHOST cae T
Seripts sitereadiness 2 False MACHINE/WEBROOT/APPHOST e
7 snapshots site | Mopop True
7| WefServices site Forecast False MACHINE/WEBROOT/APPHOST Ceodicrsa Site g
& readiness
331 Server Farms
Cnpaska s Virepriere
< >
Cooficra:
(Konnekuus) (Count=1)
applicationDefaults
‘—  bindings (Count=2)
Els tpserver
Kongurypauma: ApplicationHost.config id *3 L
I e
WIN-FH4FREM2CBS Cryx6a ynpasnerns ceq 5 [ogFile
WIN-FHAFREM2CB8 Cryx6a noadepaaa yza|  name # Mopop
7 serverAutoStart True

Pucynok 25 — PegakTop KoJuteKuuii
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e Hacrpouts Bpems pabotel myna IIS, ams 3Toro HeEoOXOAWMO BBHITIOTHUTH
Cle1yIoIue ACICTBUSA:

— B nepeBe nucneruepa ciayx0 IIS mepeiitu B myJibl NPUIOKEHUH, KIUKHYTh
NpaBOil KHOMKOM MBIIIH 10 MYy MPHIOKeHU# KOt 1 M3 KOHTEKCTHOTO MEHIO
BEIOpaTh MYHKT «/{OMOTHUTENBHBIEC TApaAMETPhIY;

— B otkpeBmemcs okue B O110ke «llepezanyck» U3MEHUTh 3HAYCHUE HACTPOUKH
«ITocTosiHHBIN BpeMEHHON WHTEpBaI (B MUHYTax)» Ha «43200%.

JononHuTensHele napamerpel ? *
+ He sasepwars npoueccH "~
Brnrouen False

MenonHaembIi gaiin
MapameTpel ncnonHAemoro aiina
v [lepezanyck

Maraut empTyanenon namatn (8 KB) 0
NurnT BplgeneHHoR namati (B Ki) 0
NMurnuT z3anpocoe ]

MomenTel TouHore epemenn ana nepesar Maccwe TimeSpanl]
OTKNHYWTE NEPEIANYCK NPK M3MEHEHKHAX False
OTKAHYWTE NEpEIaNYCK ¢ NepekpeiTemM  False
13200
Co3aaHne 3anuci o NEpEIanycKe B HypH:

v [poueccop

JefcTene crpaHyeHuA Mohction
Macka cooTEETCTEMA NpoUECCOpOE 4294567295
Macka cooTeeTcTEMA Npoueccopos (B4-p 4294967295
OrpaHudenue (%) 0

Mepuog orpaHuyerna (MUHYT) 5

CooTBETCTEME NpOUECCOpoE paspewedo False

MocToannbIA BpeMerHoi MHTEPBan (B MMHYTaxX)

[time] Mepuog epemeri (B MUHYTAX), NG MCTEYEHWMKW KOTCPOTD ERINCAHAETCA NEQEIaNyCK
nyna npuaoxeHnid, 3navedne "0 yKasnIBaET HA TO, HTC NEPEIANYCK MyNa NPUICHKEHWA HE
BbIMOAHAETCA C NOCTCAHHBIM BREMEHHBIM WHTEQEANCM,

QK OTmeHa

Pucynok 26 — JlonoJiHUTEILHbIE TAPAMETPHI MyJa

— B 6noke «Mojenb nporecca)» U3MEHUTh 3HaueHue HacTpoilku ¢ «TaiiM-ayT
npoctost (B muHyTax)» Ha 43200 u «MakcuManbHOE 4YHCIO pabounx
IIPOLIECCOBY Ha 3.

Pyxosoocmeo cucmemnozo aomunucmpamopa Cmpanuya 27 uz 70
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JononHuTenbHBIE N3paMeTph ? >

WHTepean cBoee (B MUHYTaX) 5 ”
Wecnonnaemenii gaiin npu 3aeepieqam p
Makcumym cBoes 5
Mapamerpel vcnonHAemoro daina npu s
Tun oTeera "Chy=bGa HegocTynHa" Httplevel
v Mogenke npouecca
JeficTEME NpW CKOHYEHWK BPEMEHN oW,y Terminate
3arpysnTe npodnne NONB3CEATENA True
MakcumansHan zaaepka oTnuka npu n 90
MakcnmaneHoe yncne patoqnx npoyece 1
Mepuog Bpemern Mexay npoeepkamn ce 30
MpeaeneHoe Bpema zaeepueHnA paboter 90
MpeaensHoe Bpema 3anycka (B cekyngax) 90
Mpoeepka cBAZW BKAKIYEHE True
CidopMupoeaTe 3annce XypHana coBeimn
#3200
YaocTosepeHne NetworkService
* He saBepware npoueccs
Brntouen False
Wecnonnaemeiii gaiin
MNanareTne arnnnHasrnrn haina
Taim-ayT npocron (B MuHyTax)
[idleTirmeout] Mepuog epemenn (B MUHYTax), B TEYeHKME KoToporoe paGounid npoyece

NpocTanBaET, Npexae Yem ero paboTa npekpawaerca. PaBounii npouecc cunTaeTcs
NPOCTANEIHILLIAM, ECTIM 23NPOCE! MM HE 0GpabaTeIBaTCA W K HEMY HE NOCTYNErT HOBBIE 3.,

QK CrraeHa

Pucynox 27 — Hacrpoiiku Taiim ayra

—  CoxpaHUTb U3MEHEHHUS.
e HactpouThs KOJTUYECTBO MOTOB HA SAPO:
- Ha kopueBom y3ne |IS BeiOpare ASP. Jlanee IloBenenme - CBoiicTBa,
OIIpEIETISIONINE MPEAETbHbBIEC 3HAUCHNUS.
- MakcumanpHO€ 4MCII0 IOTOKOB Ha Ipoleccop yka3aTb paHoe 100.

Pyxosoocmeo cucmemnozo aomunucmpamopa Cmpanuya 28 uz 70



OPM KOT

000 «CMC-UT»

& Internet Information Services (II5) Manager

< €3 » WIN-VSHHCORUQRZ »
View  Help
Connections U_ -
@- & 4 ASP
E_j Stait Page Display:  Friendly Mames <
83 WIN-VSHHCORUGR2 (WIN-V/
L[} Application Pools v Behavior
-[&] Sites Code Page 0
X 331 Server Farms Enable Buffering True
Enable Chunked Encoding True
Enable HTML Fallback True

Enable Parent Paths False

Limits Properties
Client Connection Test Interval 00:00:03
Maximum Requesting Entity Body Limit 200000
Queue Length 3000
Request Queue Time-out 00:00:00
Response Buffering Limit 4194304
Script Time-out 00:01:30

10g

Locale D 0

Restart On Config Change True

Compilation

Debugging Properties

Script Language VBScript

Services

Caching Properties

Corn Plus Pronerties

Threads Per Processor Limit
Specifies the maximum number of worker threads per processor that 15 may create.

Pucynok 28 — Hacrpoiika Koin4yecTBa MOTOKOB

3.5 ¥Ycranoska DPM KOT

3.5.1 V¥YcranoBka cepBepa NpHJIO:KeHUH

1. Cozpare nmanky ¢ Ha3BaHueM caita, Hanpumep, KOT_TP mo aagpecy, koTopslil ObuI
ykazaH B 11. 3.4.23.4;

arwn

Konuposats coepxumoe nanku Web u3 nuctpubyrusa B CO31aHHYIO MATKY;
Ha ogrom ypoBHe ¢ nankoit web co3nmaTh manky «attachmenty,

BuyTtpu nanku attachment co3aate nanky «tempy;

Hats rpynne IIS USRS npaBa Ha 3anuch B nanky «attachmenty.

3.5.2 Hacrpoiika ¢aiisia mogkaodenns k BJI ConnectionStrings.local.json

OtkpriTh (paiin ConnectionStrings.local.json B kopHe manku NpuIoKeHHs U yKa3aTh JaHHbIC
TS IOJIKITIOUEHHST K OCHOBHOI#T U pe3epBHoii BJ] (ecim TpebGyercst pe3epBUpOBaHHe):

e  Server=Kot - HaumeHoBanue cepepa b/;

e Port=5432 — nopt cepsepa b/I;

e Database=KotMainDB - nanmenoBanue B/I;

e User ID/ Password - morus/maposib mojib30BaTelns.

[Tpumep CTPOKM NOIKIIOYEHMUS

"connectionStrings™:

"MainDBConnectionString":

"connectionString": "Server=localhost;User

Id=postgres;Password=sa;Port=5432;Database=KotDotNetCore;Persist Security

Info=True; Application Name=\"kot\";",

"providerName": "Npgsql",

"ReadDBConnectionString":

Pykoeodcmeo CUCMEMHO20 aaMuHucmpamopa
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"connectionString": "Server=localhost;User
Id=postgres;Password=sa;Port=5432;Database=KotDotNetCore;Persist Security
Info=True;Application Name=\"kot\";",

"providerName™: "Npgsql"
3.5.3 Hacrpoiika koHpurypauuonsoro gaiaa kotSettings.xml

OtkpeiTh aiin KotSettings.xml B kopHe Manmkud HPUIOKCHUS U TPH HEOOXOIUMOCTH
BBITIOJTHUTHh U3MEHEHUS HACTPOCK 1O yMordaHuto. Omnrcanne HacTPOeK KOHPHUTYypalmOHHOTO (aiiina
npuBeaeHo B [Ipunoxenun 1.

3.6 Hacrpoiika mHorocepBepHoii koHpurypauuu IPM KOT

B nanHoMm pasznene mepeurcieHbl JOMOJHUTEIbHBIE HACTPOUKH JJII MHOTOCEPBEPHOU
koHpurypammmun OPM KOT. JlanHble HACTpOWKH HEOOXOAMMO cHelaTh Ha KaXIOM CEpBEpE.
Uckmrouenue B pazzaene 3.6.4.

ITpu mHOroCepBepHOil KoH(purypammu B cekiuu <objectCache> web.config cepsepa
npunoxkenuit IPM KOT HeoOxoa1uMo BHECTH CIIEIYIONINE U3MEHEHUS:

e cacheType="dynomite"
e redisConnectionString="<IP cepsepa>:8101"

[Tocne storo ocranoButh Iys, Ha KOoTopoMm padotaer cadt DPM KOT no oxoHuanwus
HaCTPOMKH.

Jlasee Mpou3BECTH YCTAHOBKY U HACTPOWKY KOMIIOHEHTOB 110 HHCTPYKLIUU HUXKE.
3.6.1 Hacrpoiika IIS

[Ipex e yem HayaTh HACTPOIKY, HEOOXOAUMO YOCTUTHCS, YTO YCTAHOBJICHBI KOMIIOHEHTHI
IS:

e Application Request Routing (ARR) (https://www.microsoft.com/en-
us/download/details.aspx?id=47333)

e URL Rewrite (mpoBepuTh HaJIM4ME, B CIIydae OTCYTCTBHS YCTaHOBUTH paciuupenue 1S
Rewrite Module (https://www.iis.net/downloads/microsoft/url-rewrite)).

Coznatb gepmy cepBepoB:

1. 3amyctuth koHcob IIS.

2. BriOpars paznmen Server Farms.

3. Co3garb HOBYIO pepMy (IIpaBasi KHOKA MBIIIIN).
4. VYxazarb uMms pepmsl.
5

Jlo6aBuTh cepBepbl. B OMOMHHUTENBHBIX HACTPOMKAX yKa3aTh MOPT, Ha KOTOPOM
pab6otaet caiit O9PM KOT (no ymonuanuto 80):

Pyko8o0cmeo cucmemno2o aoMuHucmpamopa Cmpanuya 30 uz 70
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server address:

p-kot-ab02 | Sld
[+] Online

Hide advanced settings...

Rermowe

applicationRequestRouti A
healthCheckAlternat
healthCheck&lternat 0

NosCIName

httpPort a0

[ YA s S AAD

Server &ddress Status

Pucynok 29 — Hacrpoiika depmbl

6. Hactpouts 6anancupoBKy ypoBHs (hepMbl:

fe 3 |.§E, » P-KOT-ABODZ » ServerFarms » kot_farm »

File  View Help
T

%'-H 718 ‘q'ﬂ Load Balance

=

------ qﬂ Start Page

v .83 P-KOT-ABO2 (RU1000\G00783

Use this feature to configure which lead balance algorithm Application Request Routing should use,

----- @ Application Pools Lead Balance
w @l Sites )
N @ Default Web Site Load balance algorithm:
5 4 kot |Weighted reund robin i |

> ﬁ' kot-rewrite

v Load distribution:
. A3, kot f
’ % i | Even distribution ~ |

Pucynox 30 — Hacrpoiika 6anancupoBku (epMbI
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7. B xopueBoii nanke caiita OPM KOT co3nats ¢aiin healthCheck.txt ¢ cogepxanuem: |
am healthy;

8. OrtkpsiTh hepmy, BeiOpaTh Health Test. BHecTH HaCTPOHKH COTIIACHO PUCYHKY HUXKE:

|Ea » P-KOT-ABO2Z » ServerFarms » kot_farm »

File View Help

Connections

Q- 2|8 Q”i! Health Test

------ qj Start Page
‘ﬂ P-KOT-ABO2 (RUT000\G00783

Use this feature to configure how Application Request Routing should test for the health of content servers.

------ Q Application Pools URL Test

v :| Sites URL:

24 Defauit Web Site Ihttp:ffp—kot-abﬂ?.fhealthCheck.bct ]
> “ kot
5 D kot-rewrite Example: httped fnsnen contoso.cornftestpage. himl

v ..?1 SenverFams Interval (secondsh

, 3% kot_farm
— mgl B

Time-out (seconds):

—
(=]

Acceptable status codes:

|200-399

Response match:
I am healthy

Verify URL Test

il

Live Traffic Test
odes:

500-

I axirnumm failures:

w

Failower period {(seconds):

Minimurm servers:
| o |

Pucynok 31 — Hacrpoiiku Health Test

9. Hacrpouts Routing Rules depmbl coracHo puCyHKY HIKE:

Pyrosoocmeo cucmemmnoz2o aomunucmpamopa Cmpanuya 32 uz 70
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-

|aa » P-KOT-ABO2 » Server Farms » kot_farm »

File View Help

Connections

SR

P '75 Start Page

Q”i! Routing Rules

----- Q Application Pocls Routing
w [@| Sites
¢ % Default Web Site

b 12
: “ kot-rewrite

se URL Rewrite to inspect incoming requests

nable 55L offloading

ollowing extensions are not forwarded:

*healthCheck.tt

ji Server Farms

Exarnple: ™ pg, *.cs3, *.gif

Requests with the following patterns are not forwarded:

Exarnple: firnages/™, *ftermplates™

: Use this feature to define simple URL Rewrite rules in Application Request Routing. For advanced scenarios, follow the URL Rewrite link
v .83 P-KOT-ABD2 (RU1000600783

Pucynok 32 — Hacrpoiiku Routing Rules

10

11
COIVIACHO PUCYHKY HHIKE.

@5 & proramm »

. OTKpbITh HavanbHYyIO cTpaHuLly IS cepBepa, OTKpPBITH PeJakTOp KOHPUTYpaALHii.

. Haiitn pasznmen webFarms, OTKpBITH pemakTOp KOJJICKIMA W TIONMPABUTH TapameTp

File View Help

@ ry |eﬁ Configuration Editor |
< Section|| webFams | o= [

= v Deepest Path: MAC HOST

~ 3] Sites (Collection) (Count=1)
> &8 Default Web Site 5 appli
> @ kot onDs

serverfutoStart_passConnectionCloseHeader passServerHeader name  enabled autoEnableAgent adminUser

True

kot farm True

assword _minimumServers

Unlock Sec
agentUrl 1| Collection =] e
hitp://{0}:8173/WEBFARMAGENTSERVICE/ |1 Add
Edit ltems
> Clear All

@ Help
WebFarm Biperties =]

hitp://{0}2173/WEBFARMAGENTSERVICE/

> healthCheck
> loadBalancin

" protocol

clientCentFileName
dlientCertHash
dlientCertHeaderName
dlientCertPassword
httpVersion
includePortinXFonwardedFor
keepAlive
logCacheHithame
logGuidName

maxForwards
maxResponseHeaderSize

X-ARR-ClientCert

PassThrough

True

True
X-ARR-CACHE-HIT
X-ARR-LOG-ID
i)
65536
256

(Collection) (Count=2) "
adminPassword

adminUserName

agentRetryTime 00:05:00

preserveHostHeader
Data Typesbool

Pucynok 33 — Hacrpoiiku pa3nena webFarms

12.
npuMepe 3To cait Kot-rewrite.

14.

Co3nath OTAENBHBIA CalT, K KOTOpoMy OyayT oOpamiarbcsi KJIMEHTH. B Hamem

13. B mamnxke caiite co3mats ¢aitn healthCheck.txt ¢ cogep:xanuem «I am healthyy.
Hactpouts eMy equHCTBEHHYIO TPHUBsI3KY https (o ymoruanuto mopt 443).

15. Jlnst cozpanHoro caiita nobasuth mpasuino Url-Rewrite:

Pykoeoocmeo cucmemuoeo aomunucmpamopa
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(o |® » P-KOT-ABO2Z » Sites » kot-rewrite » |E
Eile  View Help
e -z 18 0 Edit Inbound Rule 3 fop
& Apply
e ! @5 Start Page Name: B¢ Cancel
.93 P-KOT-ABD2 (RU1000\600783¢ |  ARR-SELF-REDIRECTION é= el |
ack to Rules
Q Application Pools o
@ Sites @ Help
- > % Default Web Site Match URL
Ll
il - Requested URL: Using:
£ kot-rewrite
v . |Match5thePattern ~ Wildcards
v --5% kot_farm
-85 Servers
Pattern:
|* | | Test pattern.

Ignore case

Conditions

Legical grouping:

Match All ~

Input Type Pattern Add...
EXT_{URL} Does Mot Match the Pattern  *healthCheck.txt
{HTTPS} Matches the Pattern ON Edit...
Remove
Maove Up
Move Down

[] Track capture groups across conditions
Server Variables

Action

Action type:

Action Properties
Rewrite URL:
Ihttp: /fkot_farm/{R:0}

Append query string
[] Log rewritten URL

Stop processing of subsequent rules

Pucynox 34 — Jlo6aBnenue npaua Url-Rewrite

16. Ha xopueBom yposae IIS orximounts npasmiio Url-Rewrite (ecii 0HO TaMm MOSIBIIIOCH):

e 5 |9 pxoT-AB2 » [ -

File  View Help

Provides based requested URL an HTTP respenze.

Inbound rues that ace zpslicd o diess

Name Input Watch Pattem ActionType  ActionURL  Stop Proce.. Entry Type
o 1

Pucynok 35 — Orkiaoyenne npasuia Url-Rewrite na kopueBom yposue 1S
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17. Ha xopueBom y3ie IS Beiopars Application Request Routing Cache

18. Haxars Add Drive u nponucarh myTh K Harke JJsi XpaHCHUsI
MAedcrena
Cache Management

Cache Configuration...

ggl Application Request Routing Cache

Use this feature to view runtime statistics for Application Request Routing. Use the Actions to configure disk cache settings and manage cached content.
Cache Control Rules...

Drive Locatidh Priarity Health Status Maximum Size (GB) Utilization (%) Reset Cache Statistics
Reset Ca stics

Add Secondary Drive

Add Drive [ Proxy
Server Proxy Settings...
Drive location: g P
® Crpasxa

[D:Awwwicache] |- n

[] Limit maximum size in GB to:

Filter by Host Name: - 0K } | Ormera
Disk Cache Statistics

Requests (Total: 0)
0,00% hit ratio

0 cache hit requests

Response Size (Total: 0,00 MB)
0,00% bandwidth savings

Pucynok 36 — Hacrpoiika myTH K nanke XpaHeHust
3.6.2 YcranoBka u HacTpoiika Docker
3.6.2.1 ¥YcranoBka Docker

YcTaHoBUTH Docker CKayaB TUCTPUOYTUB o CCBUIKE:
https://hub.docker.com/editions/community/docker-ce-desktop-windows.

3.6.2.2 HacTpoiika aBTOMaTH4YeCKOro nepe3anycka ciay:kob1 Docker
Bce neiicTBrsi HEOOXOIMMO BBITIOIHSTH MOJIH30BATEIEM C IIPABAMH aMHHUCTPATOPA.
1. Bwexmounts aBTo3anyck Docker B HacTpoiikax Docker Desktop.

2. 3aBecTH HOBOTO JIOKaJIbHOTO TONB30BaTeNs ¢ MMeHeM, Hampumep "docker user".
Bxrounts ero B rpynmnsl "Anmunuctpatopsl” u "docker-users”.

3. CkomupoBatb PowerShell ckpunt restart docker.psl (cMm. nuctpubyTtHB) B m1H00YyIO
nanky (Hanpumep, D:\Docker\).

4.  OrtkpsiTh "[Tnanuposmuk 3aganuii” ("Task Scheduler").

Haxarp mpaBoii kHomkoi Mblmin 1o "bubnuorexka miaHupoBIMKa" W BBIOpATh
"MMnopTupoBath 3a1a4y .

Bri6pats ¢aiin Docker Start.xml (cM. aucTpuOyTHB).

B otkpeiBmiemcs okne mon "Ilapamerpsl Oe3omacHocTH" BHU3Y HaKaTh KHOMKY
"N3meHUTh".

Bectu nms monb3oBarens u3 m.2 (docker user).

Ecnu ckpunt restart docker.psl waxomurtcst He B D:\Docker\, To Heobxomammo Ha
Bkiaake "JlelicTBus" mpomMcaTh akTyaldbHBIM MyTh K (aitny B mousie "J{oO6aBUTH
aprymentsl” (popmar: -File "C:\Program Files\Docker\restart_docker.ps1™).

10. 3aBepuuTh co3/1aHUE 3aaUH.

11. Otkpeits "Ciy)05b1".
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12. Haiitu ciyx0y "Docker Desktop Service", OTKpBITS ee.
13. Bo Bkiagke "BoccTanoBneHue" st BCEX BHIOB COOEB BBIOpaTh "3amyCcK MporpamMmsl .
14. B none "I[Iporpamma" yka3zats "schtasks".

15. B moste "IlapameTpsl KOMaHIHOM CTPOKH" yKa3aTh.
/Run /TN "Docker Start"

3.6.3 V¥YcranoBka u Hactpoiika Redis B Docker

1. 3anycTuTh KOMaHIHYIO CTPOKY OT UMEHHU aJAMHUHHUCTpATOpA.

2. Cosnarh ceTh s KOHTEHHepa ¢ moMoinbio komanael: docker network create --driver
bridge redis_net

3. Tlomectuts (aiin image cepsepa Redis redis-sms.tar B 100yr0 JOKaIbHYIO MAIKY.

4. OTkpbITh Ty nanky B komanaHo# ctpoke (B8 CMD.EXE Beectu "d:", "cd Work\Redis").

5. Hmnopruposats image komanmoii: docker load -i redis-sms.tar uau ckauats 0oOpa3 u3
MHTEpHETa B aBTOMATUYECKOM pekuMe ¢ momolnbio komanabl: docker pull redis

6. Co3nmath U 3amycTUTh KOHTeitHep komammoi: docker run -d --restart=always --name
redis --network=redis_net -p 6379:6379 redis-sms, rxue:
--name - uMst KOHTeiHepa, KOTOPOE MOKHO MCII0b30BaTh B APYIUX KOMaHIaX,
-P - OTKpBIBAE€MBIil IOPT HAa XOCTE:OTKPhIBAEMBIH ITOPT B KOHTEITHEpe. COOTBETCTBEHHO,
uist noAkoueHus k Redis Server Hy»KHO KcIonib30Bath mopt 6379.

3.6.4 YcranoBka u HacTpoiika Dynomite B Docker

1. Cxomuposats image-¢aiin dynomite-sms.tar ceppepa Dynomite (cm. nuctpubyTHB) B
ar00yr0 JToKkaneHYyo manky Windows.

2. B mo0oif koMaHAHOU cTpoke mepeiitu B 3Ty manky. Hanpumep, B CMD.EXE BBecTH

"d:", "cd Work\Dynomite"

WmnopTtupoBaTh image komanoii: docker load -i dynomite-sms.tar

4. Co3pgaTh 1 3aIyCTUTh KOHTEHHEP KOMaHOM:
docker run -d --restart=always --name dynomite -e="servers=redis:6379" -
e="datacenter=%mums datacenter%" -e="rack=%mums rack%" -e="dyn seeds=%anpec
apyroro dynomite%" --network=redis_net -p 8101:8101 -p 8201:8201 -p 22222:22222
dynomite-sms

L

Tac:

- Datacenter - Umsa DataCenter.

- dyn_listen: 0.0.0.0:8201 - IP u mopt AJst MPOCTYIIKKA BXOASAIIAX COCAUHCHUH OT
npyrux cepepoB Dynomite. Hynu o3Hauatot npociyiky ¢ jgtoboro IP.

- dyn_seeds: - 10.3.35.57:8201:rack2:dc:0 - IP mpyroro cepsepa Dynomite B
dbopmare "xoct:mopt:rack:datacenter:token".

3.6.4 Hacrpoiika norokoBoii pensiukanumn PostgreSQL
3.6.4.1 Hactpoiika Master -cepBepa

1. Co3znarb nmonp30BaTess ¢ MPaBOM PEILUTUKALHH.
e B KOMaHJIHOH CTPOKE BBHIMOJHUTH KOMaHI:
psqgl -p 5432 -U postgres
e  3aTeM BBINIOJIHUTH KOMAHIY:
CREATE USER kot REPLICATION LOGIN ENCRYPTED PASSWORD ’kot’;
Wwmst u maposts (B mpumepe Kot u Kot) 3agath mpou3BoJIbHO.
2. HactpouTts sx3emmisip PostgreSQL.
e B daiine postgresql.conf BHecTn cnemyromue n3MeHeHUs (HEKOTOPBIE MX JTHX
MapaMeTpoB YKe [0 YMOJIYaHUIO UMEIOT TpeOyeMble 3HaUEHUs):
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3.

4.

5.

— synchronous_commit = remote_apply
— synchronous_standby names = '*'  (ecim octaButh = ", TO Mactep OymeT
paboTaTh HE3aBUCUMO OT JJOCTYITHOCTH ClIeiiBa)

— wal_level =replica

— wal_log_hints =on

— max_wal_senders =3

— wal_keep_segments = 16

— hot_standby = on
HacTtpouTth monuTukKy 0€30MacHOCTH MOAKIIOYCHUN K dKk3emiuisipy PostgreSQL. B
daiine pg_hba.conf 106aBuTH creayrOIIyI0 CTPOKY sl KaXKIOT0 YIaCTHHKA KilacTepa
(BKJIFOUAsE CaMOI'0 MacTepa):
host replication all ip_anpec y4acTHUKa/32 md5
Hactpouts noanucky, Ha ciydail IepeBoia MacTepa B POJIb CICHB.
e B nanke "data" co3mars daitn recovery.done ciaeayroiero coaepiKaHus:

standby_mode = 'on’

primary_conninfo =  ‘user=kot  password=kot  host=ip aapec cneiiBa
port=nopt_III" cepBepa Ha_ cineiiBe sslmode=prefer sslcompression=1
krbsrvname=postgres target_session_attrs=any'

recovery_target timeline = 'latest’

e [lepesamyckaem sx3eMiusip PostgreSQL.

e UYroObl M3MEHEHHUs BCTYNUIU B CHIYy HEOOXOAMMO TEpPe3amyCTUTh CIIyXOy
PostgreSQL.
PazBepuyth Ha macTepe 0a3zy ganubix st OPM KOT (ecnu e€ Her).

3.6.4.2 Hacrpoiika Slave -cepBepa

1.
2.

3.

5.

OcrtanoButs ciryx0y PostgreSQL.

OuncTUTh JIOKaJbHYIO TAamnKy ¢ JaHHBIMH Sk3emiunsipa PostgreSQL. Ounctuth

coaepxumoe manku "'data”.

BoccTaHoBUTE TaHHBIE JIOKATHHOTO 3K3EMIUISIpa U3 MOMEHTAJILHOTO CHUMKA MacTepa.

B xoMaHIHO CTpOKE BBIOJHUTH KOMAHY:

pg_basebackup -D "C:\Program Files\PostgreSQL\11\data" -h ip_ampec mactepa -p

nopt_III"_cepsepa_na mactepe -X stream -c fast -U kot -W -R

HacTtpouts moamucky.

e  Vnaamuts ¢aiin recovery.done (pacmonoxen B mamke "data").

e B (aiine recovery.conf (pacmonoxen B mamnke "data") caenars chemyromiue
M3MEHEHHs (HEKOTOpBIE WX JTHX MapaMEeTPOB YK€ IO YMOIYAHHIO HMEIOT
TpeOyeMble 3HAUEHUS):

— standby_mode = 'on'

— primary conninfo = ‘'user=kot password=kot host=ip agpec mactepa
port=nopt_III" cepBepa Ha mactepe sslmode=prefer sslcompression=1
krbsrvname=postgres target_session_attrs=any’

— recovery_target_timeline = 'latest’

3amyctuth ciayx0y PostgreSQL.

3.6.4.3 Hacrpoiika yTHIUTBI CJ1e:KeHUs

pglookout - yrunnTa, KOTOpast OTCIICKHUBACT COCTOSHUE PEIUTMKAIIMK U TIPH Kpaxe MacTepa
nepekiroyaet poiu b/I.
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s paboter pglookout HeoOxomumbl Momymu 3ampocoB U Psycopg2 mis Python.
Huctpubytus npegocrasisiercs BMecte ¢ OPM KOT.

3.6.4.3.1 YcranoBka Python

Jlist paboTel HeoOxoaum Python 3.4 wnum HoBee. /[ucTpuOyTHB MOYKHO CKadaTh IO CCBUIKE
https://www.python.org/downloads/windows/.

1.
2.

PacmakoBath apxuB pglookout.7z;

Conepxumoe apxuBa CKOIIMPOBATh B TAIKY, Ky/a Obl1 ycTaHosyieH Python.

3.6.4.3.2 Hacrpoiika yTHIHTBI

Bcé nyxnoe maxomurcs B manke C:\Program Files\Python38\Lib\site-packages\pglookout-
2.0.0-py3.8.egg\pglookout.

1.

10.

Ckondurypuposatsb daiin pglookout.json. ITposeputs mytu K nmanke Postgres ms:
"failover_command”

"rewind_command"

"reload_config_command"

"pg_data_directory"

[TpoBeputs uMs ciyxObl PoStgres B "pg_service_name", "pg_start_command” wu
"pg_stop_command".

VYkazaTh TOAKIIOYCHHE K cepBepam B remote conns", "checkpoint command",
"rewind_command" B kauecTBe KJIIOUYCH MCIOJIb30BaTh UM WK [P, HO earHO0Opa3HO
¢ myHktoM 00 "own_db" (cm. HIKE).

VYkazars cepBep (ums wiu [P), Ha kotopoMm padotaer yrunuta B "own_db".

[MpoBeputs wums wuHTepdeiica B "check_network_connectivity_command” (mo
ymoruanuto: Ethernet).

VYkaszaTh mapameTpsl JUlsl NOAKI0YeHHs B "primary conninfo template".

VYkazate myTh K (aillly co CTpOKaMu MOJKIIOYEHHUs Myna mpuioxenus k BJ] B
"local_app_conn_string_path™.

VYkazaTh HMMEHa CTPOK TOJKIIOUEHHs K MacTepy M JIOKaIbHOMY CIDIBY B
"main_db_conn_string name" u "read db _conn_string name".

Vkazate  HacTpoiiku sorupoBanus  "log level", "filelog", "filelog folder",
"filelog_max_bytes" u "filelog_backup count".

HpI/I HCO6XO,[[I/IMOCTI/I HCIIPABUTDH BpEMs Jlara periMKanuu
"max_failover_replication_time_lag".

Z[J'ISI 3allyCKa YTHJINTbI H606XO,I[I/IMO BBITIOJIHUTB CIICAYHOIINC JIEHCTBHUS:

1.
2.

OTkpbITE cMd OT UMEHU JIMUHUCTPATOPA,

Beimonauts komManay: python -m pglookout.

CocrositHue Y3JI0B KJlacTe€pa W COCTOSHHE PEIUIMKAIMA MOXKHO OTCJIEAWTh B (haiise
pglookout_state.json.

[Tpumep coaepxumoro daiina konpurypamuu pglookout.json mast cepsepa srv-it-kot-01 B
KJIacTepe, COCTOsAIIEeM U3 ABYX HOM: srv-it-Kot-01 u srv-it-kot-02:
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"own_db": "srv-it-kot-01",
"autofollow": true,
"failover_command": "pg_ctl promote -D \"C:\\Program Files\\PostgreSQL\\11\\data\"",

"checkpoint_command": "psql -gAtX -h \"srv-it-kot-01\" -p 5433 -U postgres -w -cC
\"CHECKPOINT;\"",

"rewind_command": "pg_rewind -P --target-pgdata \"C:\\Program Files\\PostgreSQL\\11\\data\" -

-source-server \"host=srv-it-kot-02 port=5433 user=postgres password=sa\"",
"check_network_connectivity_command": "netsh interface ipv4 show interfaces Ethernet | findstr

/e [c:\": connected\"",
"failover_sleep_time": 10.0,
"max_failover_replication_time_lag": 15.0,
"warning_replication_time_lag": 15.0,
"http_address™; "",
"known_gone_nodes™: [],
"never_promote_these nodes™: [],
"observers": {},
"local_app_conn_string_path": "D:\\KOT\\web\\ConnectionStrings.local",
"main_db_conn_string_name": "MainDBConnectionString",
"read_db_conn_string_name": "ReadDBConnectionString",
"reload_config_command": "pg_ctl reload -D \"C:\\Program Files\\PostgreSQL\\11\\data\"",
"pg_data_directory": "C:\\Program Files\\PostgreSQL\\11\\data",
"pg_start_command": "powershell -command \"Restart-Service postgresgl-x64-11\"",
"pg_stop_command": "powershell -command \"Stop-Service postgresql-x64-11\"",
"pg_service_name": "postgresql-x64-11",

"primary_conninfo_template™:  "host=srv-it-kot-02  port=5433  user=kot  password=kot
ssimode=prefer sslcompression=1 krbsrvname=postgres target_session_attrs=any",

"remote_conns™; {

"srv-it-kot-01":  "host=srv-it-kot-01  port=5433  dbname=KotMainDB_HighLoad_Init
user=postgres password=sa  sslmode=prefer = sslcompression=1 krbsrvname=postgres
target_session_attrs=any",

"srv-it-kot-02":  "host=srv-it-kot-02  port=5433  dbname=KotMainDB_HighLoad_Init
user=postgres password=sa  sslmode=prefer  sslcompression=1 krbsrvname=postgres
target_session_attrs=any"

}

"log_level": "DEBUG",

"filelog™: true,

"filelog_folder": "D:\\pglookout_logs",
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"filelog_max_bytes": 104857600,
"filelog_backup_count™: 10

st pabotel kKoMaHbI psql HeoOxoaumo B manky cepBepa PostgreSQL mobGauth daiin
pgpass.conf ciiexyromero coaepkanust (XOCT:MOPT: *:10JIb30BATEIb: TIAPOJIB):

10.3.35.221:5433:*:postgres:sa
10.3.35.222:5433:*:postgres:sa
10.3.35.221:5433:*:kot:kot
10.3.35.222:5433:*:kot:kot
srv-it-kot-01:5433:*:postgres:sa
srv-it-kot-02:5433:*:postgres:sa
srv-it-kot-01:5433:*:kot:kot
srv-it-kot-02:5433:*:kot:kot

3.6.4.3.3 Hacrpoiika 3anmycka yTWIHTHI B KadyecTBe cJ1y:k0b1 Windows

1. 3aHyCTI/ITb KOMaHIHYIO CTPOKY OT UMCHHU aIMUHUCTPATOPA, HCpCﬁTH B ITAalIKy YTHUJIMTBI:

cd "c:\Program Files\Python38\Lib\site-packages\pglookout-2.0.0-
py3.8.egg\pglookout"

2. YCTaHOBUTH CIYXOy KOMaHJIOM:
python win_service.py --startup auto install
3. B coiicTBax ciyx0b1 HacTpouTh Ilepesammyck Ha Bce COOBITHS COOEB CITYKOBI.
4. B cBoiictBax ciayxObl Postres ycTaHOBUTB 3amyck «BpydHyro».
5. 3amyctuthb ciyxkO0y.
3.6.4.4 Hacrpoiika npoBepku goctynHocts IIS u B/l s urenus

JlanHas HacTpolKa Hy)KHa s oTkitoueHus Hox NLB B cutyauuu, korna HegocryneH IS,
u otkiroueHust Hox pepm ARR B cutyarnum, koraa Hegoctynsa bJI ans urenus.

Onepaumo HCO6XO,Z[I/IMO TIOBTOPHUTH Ha BCEX Yy3JIaX KJIaCTepa:

1. Coszmare X:\NLB\nlbmon.bat ¢ conepxanuem:

nlbomon.vbs -n 10.3.35.221 -v 10.3.35.223 -s wa3svc -healthcheckfilepath

D:\KOT\web\healthCheck.txt -dbmode PG -dbservername 10.3.35.221 -dbport 5433 -

dbname KotMainDB_HighLoad_Init -dbuser postgres

CKpulT MOAJEPKUBAET OTKIOYEHHE MOHUTOPUHIA JOCTynHOcTH ciayxObl IIS u

OTKJIFOYEHNE MOHUTOPUHIA JOCTynHOCTH b/l 11t uTeHus.

e  YroOBl OTKIIOYUTH MOHUTOPHHT JoctynmHocTH IIS nocratouno HE ykaszatsb
IapaMeTp -S U €ro 3HaYeHHeE.

e  YroOBl OTKIIOYUTH MOHUTOPUHT JHocTynmHOCTH B/l mns urenus gocrarouno HE
yka3zatb mapameTp -dbmode u ero 3HaueHue, Toraa napamerpsl -dbservername, -
dbname, -dbuser u -dbpassword cTaHOBSATCS HEOOS3aTEILHBIMH.

2. Tlpumenuts ckpunt X:\NLB\nlbmon.vbs (8 cocrase auctpudytusa).
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4 3amyck u HacTpoiika JPM KOT
4.1 3anyck OPM KOT

Hns

3alycKka MpPWIOKEHHS B aJPECHOM CTpoke Opay3epa HEOOXOAMMO yKa3arhb:

http(s)://<aapec-cepBepa>:<port>» (mepBbIii 3a11yCK MOKET BBIIOJIHATHCSA 0K0JI0 10 MUHYT), Ie:

Host

<azapec-cepBepa> - aJpec cepBepa, Ha KoTopoM ycraHoBiieH |IS ¢ pa3BépHyTbIM
npuioxxenuem OPM KOT;

<port> - Homep nopra canuTa, HaCTPOCHHBIN B CBOMCTBAxX CaiTa,
aBTOPU3ALIMH HUCIIOJIb30BATh:

Jlorun: gQwe@qwe.ru, mapois. Qqwe B okHe aBropm3ammu OPM KOT (ecnu
UCTIONIB3YETCSI MOAYJIh Ay TEHTU(HUKAIIMY TI0 JTIOTHHY/TIAPOITIO).

CaezieHusl OT y4ETHOM JOMEHHOM 3aIicy MPeANpusiTHs B okHe aBTopusauu ADFS/AD
(ecnm ucmonb3yeTcst MOayIIb ayreHTH(GHKanuu yepe3 ADFS/AD).

4.2 Hacrpoiika O9PM KOT

[lepen craprom skcIuTyaTanuu HEOOXOAMMO MPOM3BECTH CIIEAYIONINE AeHCTBUsS B DPM

KOT:

B wmento CrnpaBounuku 3anonHuTh HeoOxonumble HCHU cormacHo PykoBoactBy
I10JIb30BATES,

B wmenio AnvunucrtpupoBanme/Hactpolika  mapaMeTpoB — CHUCTEMBI  BHECTH
HE00X0/IMMble HACTPOMKHY,

J106aBUTBH COTPYAHUKOB B CUCTEMY (B 3aBUCHMOCTH OT ITOCTaBKHU: UMIIOPT U3 KaJpOBOH
CHCTEMbI, UMITOPT U3 3anoHeHHOTo (aitna Excel, m1ubo BpyuHyI0);

JloGaBuTh M HacTpouTh nosb3oBareneil Crucremsl (B 3aBUCUMOCTH OT IOCTAaBKH: MpU
ayTeHTU(UKALKMK 4Yepe3 JIOIMH/NApoyib - BPYUYHYIO, WM ayTeHTH(UKALUU dYepe3
AD/ADFS —aBromaruyecku rpu niepeom oopamieanu k OPM KOT);

[Tpy He0OXOMMOCTH HAMIOJIHUTH PEECTP JOKYMEHTOB COTJIaCHO MHCTPYKLIUU B pa3jere
42.1;

[TpoBepuTh OTIpaBKy MHUCEM Ha yKa3aHHbBIN MOYTOBBIA SLIMK C MOMOIIBIO (YHKLIUH
OTIIPaBKH COOOIIEHUS pa3pabOTUUKY;

Y6emutbes B orcyrcTBuM omubok B uHTepdeiice OPM KOT npu HaBuramum mno
paznenam CUCTEMBI.

Omnucanue pabotsl ¢ uaTepdeiicom 9PM KOT npuseneno B PykoBojcTBe mosb3oBartess.

4.2.1 YTuaura 1jis HanoJTHEHHUs peecTpa T0KYMEHTOB

YTunmra no3BojseT HallOJIHUTh peecTp AOKYMCHTOB 0asoBoit ,Z[OKYMeHTaHHeﬁ IJIg pasaeiia

«OO0m1re BHENTHUE (BCEPOCCUICKHE).

1. CxonwmpoBaTh Manky ¢ 6a30Boi JOKYMEHTAIMEeH B KOpeHb aucka C;

2. B xondurypamuonsom gaiine yrunutsl DocumentsUploader.exe.config mponucats:
®  IyTh K MANKe, CTPYKTYPY KOTOPOH XOTUM nepemecTuTh B peectp (fromFolderPath)
e nyTh K nanke Ha cepBepe IPM KOT, rne xpansrcs snoxxenus (toFolderPath)
e HAMMEHOBaHME y3Jia B peecTpe JOKYMEHTOB, 0]l KOTOPBIA HEOOXOIMMO 3arpy3UTh

nanku-daiiinsl (mainFolderName)
3. B ConnectionStrings.local nponucaTs akTyajqbHbIe JaHHBIE 171 TOAKIOYeHUs K B/1.
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4. 3amyctute ¢aitn DocumentsUploader.exe (B cmywae, ecim ucnonbsdyercs OC ¢
AHTJIMCKOM JIOKaJIbl0, HEOOXOIMMO BBI3BaTh KOMAaHIHYIO CTPOKY, yKa3aTb B HeH
KOIMPOBKY Komanmoit «chcp 1251» u BeiBare DocumentsUploader.exe uepes sty
KOMaH/IHYIO CTPOKY).

Ecnu B peecTpe yKE €CTh MaIllKa ¢ TAKUM KC HA3BAHUCM 1101 TAKUM K€ y3JIOM, TO HOBAs HEC
C0O34acCTCA. Ecmu (baflﬂ €CTh C TAKUM K€ Ha3BaHHUEM, TO OH OOHOBHTCH.
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5. OonoBaenue IPM KOT

[Tponecc o6HOBNICHUS DPM KOT B 001116M CiTydae COCTOUT U3 CIETYIOUINX IaroB:

1
2.
3.
4

2

10.

11.
12.

Cnenarts pezepBHyto konuto b/l O9PM KOT;

CraenaTh JIOKaJIbHYIO KOIHIO Manku Web kopHs BeO cepBepa,;

OcranoButs nya 9PM KOT;

PacmiakoBate apxuB murparopa migrator.zip u3z aucrpubyrusa IPM KOT B moboe
MECTO;

CkomupoBaTh B MamKy C paclakoBaHHBIM Murpatopom \migrator\migrator\ daiin
ConnectionStrings.local u3 pezepsroii manku Web (cM. 1m.2);

B daiine \migrator\migrator\ConnectionStrings.local U3MEHHUTD
"changeableConnectionStrings" ua "connectionStrings"” B 1Byx mecrax;

3amyctuth Murpatop Sms.Kot.Migrator.exe U3 pacmakoBaHHOrO B I.4. apXmHBa,
JOKIAThCSI €0 BHIOJTHEHUS;

PacniakoBath copepxkumoe apxuBa Web.zip u3 quctpubyTruBa B KOpeHb BeO cepBepa;
Bepnyts ConnectionStrings.local u3 pesepBHoii nanku web (cM. m.2);

[Tepenectu B HOBBIN (aitn web.config HacTpoiiku u3 daitna web.config pesepBHoi
KOIUH (CM. 11.2);

3anyctuts myn OPM KOT,;

OtkpsiTh caiit OPM KOT, ybenutbes B orcyrcTBun omubok B untepdeiice IPM KOT
NPy HaBUTaMK 1o pasaenaM CHCTeMBI.

B 3aBucumoctu ot cogepxumoro HoBoi Bepcun DPM KOT npouecc 0OHOBIEHUS MOKET
COZEPKaTh JIOMOJHUTEIbHBIE AEUCTBUS, B 3TOM ClIy4ae IPEAOCTABISIOTCS OTACIIbHBIE HHCTPYKIIUU
10 OOHOBJICHHIO.
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6. Yaaanenaue DPM KOT

Jia ynanenust OPM KOT neobxoaumo:

1. Ortxpeite: Ilyck/Ilanens  ymnpaBneHus/Bce  3IeMEHTHI  TaHETW  yIpaBJICHHS/
AnmunuctpupoBanue/ lucneruep ciayxo6 IIS;

VY nanute caitt npuinoxenuss 9PM KOT;
VY nanute nyn npunoxenus OPM KOT;
VY nanuth manky, Ha KOTOPYr ObLT HACTPOESH CalT IMPHIIOKEHUS;

VY nanuTh nanky, B KOTOPYI COXpaHsUIMCh BiokeHus (attachment);

2.
3.
4.
5.
6. Yaamurte 0a3y JaHHBIX.
B ciyyae MHOTOCEpBEPHOM KOH(DUTYpAIMHU TOTIOJHUTEIBHO YAAIUTh C KaXI0T0 CepBepa:
1. CayxOy u camy yruuty ciexxenuns pglookout;
2. Cxpurnr ciexenns 3a BJI 1 3aady 1o €ro 3amycKy U3 IIAHKPOBIIHMKA;
3. BIIS:
e yIAIUTh BTOPOM callT Kot-rewrite;
o (depmy.
4. Docker.
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/. YcTpaHeHue aBapuil Ha cepBepe

IIpoodJsema Kak ycTpanursb IMpumeyanue
[Tanenne Redis Ha omHOI 3aiiTu Ha TUIONIAJIKY, HAa KOoTopoii ynan Redis. [Manenne Redis MOXKET
MarHe IIPUBECTH K omurOKam

[IpoBepuTh cocTosiHUE KOHTEHHEepa koMaH1o# "docker ps".

Ecnu BbIBomMTCS OmmMOKa, TO BBIIONHHUTH Nepe3amyck Docker m HaudaTh
IIPOBEPKY CHayaja.

Eciu konTeitHep redis OTCYTCTBYET B CITUCKE:

1) TlompoGoBaTh 3amycTHTh €ro BpyuHyro kKomanmoi "docker start redis".
Ecnu BeIBOoAMTCs OmmMOKa, TO BBIMOJHUTH Nepe3anyck Docker m Hauatsh
IPOBEPKY CHaYaJja.

2) TlpoBeputh ero cocrosiuue komanzaoi "docker ps".

3) Ecuu koHTeiHEep Bce paBHO OTCYTCTBYET B CIHUCKE, JIMOO OMIMOKA 3ammycka
MOBTOpSiETCs, TO BRIrpY3UTh Joru Docker ckpuntom "getDockerLogs.bat"
U CBSI3aThCA C pa3pabOTUMKAMH.

Ecnn xonteitnep redis B cocrosHun Restarting, BBITPY3UTh JIOTH CKPUIITOM
getRedisLogs.bat u cBs3aTbcs ¢ pazpaboTunkamu.

Ecmu xonteiinep redis B cocrossaun Up, Ilpoeputs coemmaenue c redis
komauaoi '"checkRedis.bat %host%". JlomkHa BBIBECTHCH HH(pOpPMAIUSL O
cepBepe. B ciydae ommOku BBITOMHUTH mepe3anyck Docker m Havarth
MPOBEPKY CHayaa.

Dynomite Ha Bcex MalinMHax.
[Ipu ommobkax m mns Redis, u
st Dynomite HYy>)KHO CHavala
pemath omuOku Redis, 31O
MOJKET TMPHUBECTH K PEHICHHUIO
omnOku anst Dynomite.

[Tanenne Dynomite

[Tagenne Redis moxeT mpuBecTH Kk najgeHuo Dynomite, mo3TOMy pemiaTh HyKHO
cHayaina npobnemy ¢ Redis. OObryHO mazienne Dynomite BbI3bIBaeT OMMOKY M Ha
JPYToi MaIInHE, TOITOMY HY)KHO OTIPEICTINTh, Kakasi N3 MaIlliH MTPOOJIeMHAs, IS
3TOTO Ha BCEX MAIllMHAX MOOYEPEHO BHITOJHUTH KOMAHIY:

Pykoeodcmeo CUCMEMHO20 admuHucmpamopa
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IIpo6aema

Kak ycrpanutnb

IIpumeyanue

redis-cli -h <ip> -p 8101 set DynomiteKey KeyVal
redis-cli -h <ip> -p 8101 get DynomiteKey

, rie <ip> - IP-agpec tekymeii mamunbl. Eciii komaHa BepHysa TEKCT

"KeyVal", To Ha 301 Mmammne ¢ Dynomite Bc€ xoporo. Ecim ke komaHnia BepHyia
KaKyl0-JIn00 omuOKy, 3HaYUT Ha 3Toi MamuHe "ynan" Dynomite.

1.

Y6enuThcs, 4TO Ha MalIuHe, HAa KoTopoil ynan Dynomite, Redis ne ynan. Ecnu
€CTh TaKasi CUTyallus - CHaJaJla yCTPaHUTh HEAOCTYIHOCTh Redis.

3aiiTH Ha IUIOIAAKY, Ha KOTOpo# ynan Dynomite.
[TpoBepuTh cocTossHME KOHTEITHEpOB KomMaH 101 "docker ps".
Ecnu xonTeitHep dynomite OTCyTCTBYET B CIMCKE:

1) Tlompo6oBaTh 3ammycTUTh €ro BpyuHyro koman o "docker start dynomite™.
Ecnu BbIBOAMTCS OImmMOKa, TO BBIMOJHHUTH mepesanyck Docker u HavaTh
IPOBEPKY CHAYAIIA.

2) TlIpoBeputh ero cocrosiuue komanoii "docker ps".

3) Ecnu xoHTeiHEp BCe paBHO OTCYTCTBYET B CITHCKE, JIMOO OIIMOKA 3arrycKa
MOBTOPSIETCsI, TO BRIrPY3uTh Jiork Docker ckpunrom “getDockerLogs.bat™
U CBSI3aThCA C pa3pabOTUMKAMH.

Ecnu xonrelinep dynomite B coctosHuu Restarting, BHITpy3UTh JIOTH CKPUIITOM
"getDynlLogs.bat" u cBsi3aThCs ¢ pazpaboTUHKaMHU.

Ecmu xonteiinep dynomite B cocrossuum Up, I[lpoBeputh coenuHeHHe C
dynomite  komanmoii  "checkDyn.bat %host%". JlomkHa  BBIBECTHCH
uHpopmanus o cepsepe. B cirydae ommOku BEIOHATH Tiepe3anyck Docker u
HAYaTh MMPOBEPKY CHAUaIA.
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IIpo6aema

Kak ycrpanutnb

IIpumeyanue

He

3aIlyCKarTCA

KoHTelHepbl docker

Ecmm CJICAYIOINC KOMAaHAbI:

docker start redis
docker start dynomite

IIPpUBOJAT K omnoKe BUaa:

Error response from daemon: driver failed programming external connectivity on

endpoint redis <unu
dynomite>(10979e44908ff25c78c2702bc53508e14f3c80399d68ec1478326f65721
509ce): Error starting userland proxy: mkdir

/port/tcp:0.0.0.0:10051:tcp:172.17.0.2:10051: input/output error

Heo0XxoanMo mnepesanyctuts Docker.
Jns saToro:
1. Bemonnuts ckpunt "Docker Restart.ps1".

2. JloxmaThcs OKOHYaHHWs 3amycka Docker, COCTOSIHHME MOXHO TIPOBEPSTH
koMmanao# "docker ps". MoxeT 3aHATbH HECKOJIBKO MUHYT.

3. Ecnm mo mpormrecTBuHM UIMTENLHOTO BpeMeHHU (mopsiaka 10 MHUHYT) CBSI3b C
JIOKEPOM HE IOBUIIACH, IIEPE3arpy3uTh KOMIIBIOTED.

4. Ecnu nocne nepe3arpy3ku koMibtorepa B TeueHue 10 munyt cBsizu ¢ Docker
BCE PAaBHO HET, HYXKHO IIPOBEPUTH:

° B }II/ICHequpe 3a1a4 JOJI’)KHBI 6I)ITI) AKTHUBHBI HpOHeCCBI
"com.docker.service" u "Docker for Windows".
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IMpo6aema Kak ycTpanurs Ipumeuyanue
e B pgucneruepe Hyper-V mammnaa MobyLinuxVM  nomxkHa OBITH B
AKTUBHOM COCTOSIHHIH.
5. IIpoBeputb, uTo KOHTEHHEPHI redis 1 dynomite 3amyCTUIUCH U B cocTostHUA Up
komanao# "docker ps".
CaiiT He IOCTyIIeH. B pesynbrare BbIMONHEHHS peryisipHoro 3anpoca Ommoka! Hemomycrumbrii | Ha COICPKUMOE ¢aiina

00beKT THIIEPCCBIJIKH. HC ITOJTYYCH TCKCT, coaepmamnﬁ CJICAYIOIICC BBIPAKCHUC!

| am healthy

1.

Yo6emutbesa, yto B manke caiita KOTa (mamka web) mpucyrcTtByer Qaiin
healthCheck.txt.

Ecnu daiina wer - co3gats ero ¢ conepxxumbiM "I am healthy".

Ecnu daiin ecth, IPOBEPUTH €r0 COAEPKUMOE:

Ecnu BayTpu Teket "This node switched off by script nlbmon.vbs", 3Haunt
JTaHHas MalliHAa HaMEpPeHHO OTKJI4eHa Ha ypoBHe NLB, a takxke Ha
ypoBHe y3na (pepmbl ARR. (em cmonbey Ilpumeuanue) Bo3moxxHbl aBa
BapuaHTa (M Jaxe cpa3y o0a), B JIOOOM ciyyae HaJ0 CBA3aTbCs C
aamuauctparopamu KOTa:

o 1ubo HexocTyneH cepsep IS (kak MUHUMYM He 3amyleHa ciyxo0a),

e mb0 HemocTynmHa cidUB-BJl, WMs kotopoil ykazaHo B (aiine
D:\NLD\nlbmon.bat.

Eciu e BHyTpH TEKCT
aIMUHUCTPATOPAMH.

" am healthy", HyXHO cBsi3aTbca cC

healthCheck.txt opuenTHpyeTcs
BcTpoeHHass B IS mnpoBepka
pabotocrnocoOHOCTH y371a
depmbl.  Comepxkumoe  (aiina
MIEPEKITIOYACTCS MEXKIY IBYMS
COCTOSTHUSIMU:

I am helthy

- a4 COCTOSTHUS,
korga ciaus-b/l nocrymnna, u

This node switched off
by script nlbmon.vbs

- Oad  COCTOSTHHS,
korga ciauB b/l HegocTymnHa.

Conepxxumoe (aiina
HepeKII0YaeT PETYISPHO
BBITTOJTHSIEMBIT CKPHIIT
nlbmon.vbs, KOTOPBIi
IPOBEPSIET JOCTYITHOCTh

Pykoeodcmeo CUCMEMHO20 a()MUHucmpamopa
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IMpo6aema Kak ycTpanurs Ipumeuyanue
cepepa IIS (Bkirowaer w
BbIKIIFOUaeT Hoay NLB) wu
JIOCTYITHOCTb ciuB-bJl
(3amonusier COJIEPKUMOE
daiina).
®epma ARR cepsepos IS | B pesynbprate BhINONHEHUs peryispHoro 3ampoca OmmoOka! Hegomyctumbiii
HE nocrynna. 00beKT rHNepCcchbIKU. HE MOJIyYeH TEKCT, COAEPIKAIMA CIIe1yollee BEIpaKeHUE:
| am healthy
1. Y6enutbcs, 4TO CAMT 3aImmyIlieH.
Ecnu caliT He 3amyIieH, To cHavyajia npoodjemMy ¢ HUM.
3. Ecimm caiit 3amymeH, To mpoOGnemMa B camoM ARR, cBs3atees ¢
aJMUHHMCTpaTOpamMH (WM MOBTOPUTH C HyJs mporecc Hactpouku IIS mns
pacrpeeIEHHON CXeMBbl).
MacTtep-3K3eMIusip [IpoBepuTh COCTOSIHHME CAEUB-3K3EMIUISIPOB, /7Sl 3TOTO Ha KaXKIOM: Hekortopeie kelicel majneHus
Postgers-cepBepa He BUAUT » CIIPMB-IK3EMILISApA:
1. 3amymena au MamvHa cieiBa.
HU OJIHOTO [MOJANKCAaHHOTO
. o 1. Tlomuoe OTKJIFOUEHUE
cleiiB-9K3eMILTApa 2. Copepsxut nu marnka \data\ Postgres-cepsepa ¢aiin postgres.conf.
Post MalIMHbl MacTepa (U €ero
OBIE|TeEr G TR 3. VYnomunaercs i B postgres.conf B mapamerpe primary_conninfo ums (um ip- OCTIEyIOIEe
azpec) macrepa. BKJIIOUCHUE)
4. 3amymeHa nu ciyx6a Postgres-cepBepa Ha cieliBe. 2. Tlonnoe OTKJIIOUEHHE
MallMHbl clelBa (M €ro
noceayolee
BKJIIOUCHUE)

Pykoeodcmeo CUCMEMHO20 a()MUHucmpamopa
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IIpo6aema

Kak ycrpanutnb

IIpumeyanue

3. OcraHoBKa CITY>KOBI
Postgres-cepsepa Ha
MacTep-IK3eMILIsIpE.

4. OcraHoBKa CITY kOBl
Postgres-cepsepa Ha
CJIEUB-3K3EMILIPE.

5. Ilamenue cetu  MeXKIy
MacTepOM M CJIEMBaMHU B
Pa3IMYHBIX COUETAHUSIX.

OO0pabatbpIBatoTCs
CIIEeLMaJIbHON ciryx00it
PgLookout, crmemsmedt  3a
COCTOSIHUEM HOJI Y4YaCTHUKOB
bJI-knactepa u 3a COCTOSIHUEM
PEIUIMKALUYA MEKy HUMH.

Hannas ciyx0a
ABTOMATUYECKU U3MEHSET POJIU
sk3eMIusipoB B bJ/l-kiacrepe,
IIEPEHACTPauBacT ITyJIBI
MIPUIIOKEHUN Ha HOBOE
MI0JIO’KEHUE poien
sK3eMIuIsIpoB B b/[-kmacrepe.

PostgreSQL
3aIylieHa

ciyx6a

HC

Bo3morkHas npuuuHa 1: npo6iiema ypoBHs Postgres-cepsepa.

Bo3moskHast mpuunHa 2: mojHas rmepe3arpy3ka BCeX XOCTOB-YUaCTHHUKOB KilacTepa
(TuTaHoBast UM aBapUMHAA - HE BAXHO).
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IIpo6aema

Kak ycrpanutnb

IIpumeyanue

Ecnu npuuuna 1:

1.

nonpoOOBaTh BPYUHYIO 3allyCTUTh ciayk0y Postgres. Ecnu He monyuuTtcs -
CBA3aThCSI C AAMHUHUCTPATOPOM/Pa3pabOTUHKOM.

Ecnu npuunna 2:

1.
2.

o 0 b~ w

OcranoBurts IIS Ha Bcex yyacTHUKaX.

OnpenenuTh CaMOCTOSATENBHO KakoW y3en ObUT MOCIEIHHM MacTepoM (II0
Hainuuio Qaiina recovery.done B manke \data\ Postgres-cepsepa, eciiu Takux
y3JIOB HECKOJIBKO, TO ocTaHOBHB ciyx0y Pglookout Ha Bcex cepBepax,
nooyepenHo 3amyckasi Postgres-cepBep Ha KakIOM CepBepe C HAaUBBICIIUM
TaiMJIalHOM  (TIOKOJIGHMEM) 3allpocamMH  OIpPEAeNIUTh caMoe OOoJbIlIoe
nosiokeHne WAL-kapeTkn)

Ha Ttenepr n3BecTHOM MacTepe 3amycTuTh Postgres-cepsep
3amycTtuth cnyxk0y Pgl.ookout Ha Bcex cepBepax.
HoxnaTtecs 3amycka Postgres-cepBepoB Ha clieliB-CEpBEpax.

3amyctuts IS Ha Bcex cepsepax.

ITyn caiira KOT B IIS
OCTAHOBJIEH.

OtkperTe gucnetuep IIS u 3anyctuts myn KOT.
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8. Ilepeuennb ommbok B unTepeiice IPM KOT

Tun Ommodka dopma/mpoToTHIL Yro peaarb

Ommbka mipu | [Ipu aBTOpHM3anuu Yepes IIposepurs (npu

aBTOpHU3ALUU ADFS He Opuio HalineHO OTCYTCTBUH -

yepe3 ADFS | cnenyromux 1aHHBIX: OCYILIECTBUTD)

(oTcyTcTBHE COOTBETCTBHE TPYIIIHI B
e COOTBETCTBHS

JTAHHBIX ) AD u pomu B KOTe,

TPYIIIBI, MOJYy4YE€HHOU
B Mapkepe focryna, u
poau, UMEIOLIEHCS B

KOTe;

R0

e IIpHU CO3IaHUH
BHEIITHETO
MOJIb30BaTEJIs:

e OUO monp3oBaTes;

e ¢unmana
HOJTb30BATEIIS.

Owunbka asTopmsaumm!

He yaanocsk nonyuyuts uHGoOpMaumio © nonb3osarene,
HeobxoauMyo Ana exoaa B Cuctemy.

O6paTuTechb K agMUHUCTPATOPY ANA NONyYeHUa AocTyna unm

“MEeHWTe NONb30oBaTeNs

Ecnu Bbl cuuTaeTte, 4To rlpo6neMa B APYIroMm, TO HanuwuuTe B
1 CMC-UT

LNVKOY TeXHUYEeCKOUW rnoane px Kl

IIPOU3BOJUTCS Ha
crpanune «Hacrpoiika
napamerpoB CHCTEMBIY.

NI

JlobaBute B Mapkep
JIOCTyNa, COJEpKaIlnii
CBE/ICHUSI O BHEIIHEM
NIOJIb30BAaTeNe, JTaHHBIC
no ¢umuany u O4UO
(6e3  oTHX  JaHHBIX
H0JIb30BaTENb HE
CMOET OBITh CO3/1aH B
CTIPaBOYHHKE
«[Tonb3oBarenuy).
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Tun Omundxa ®opma/mporoTun Yro peaarb
Ommbka mpu | [Ipu aBTOpH3anuu uyepes B pamkax orpanuueHus
aBropusanuu | ADFS He Obuto HalineHO o JMLEH3UN
yepe3 ADFS | UPN MOJIL30BATES, YUYUTBHIBAIOTCA  TOJIBKO
(mapymenue II0JIy4eHHOro B Mapkepe T€ I0JIb30BATEIH, Y
yCIIOBUH JOCTyma, a  CO3JaHue KOTOPBIX B
JIMIIEH3UPOBAaH | HOBOTO  I10JIB30BATENs AocTyn k CucTteme orpaHuyeH! CIIPaBOYHHKE
us) MoBJe4YeT 3a  coOoi [Tonp30BaTenu BEIOpaHO
HapyueHmue YCIIOBHI HapylueHbl yCnosus NUUEH3UPOoBaHUA. COCTOSIHUE
JlunensupoBanus (Oyner HEePeKIII0YaTENS
HPCBBIIICHO  KOJIMHCCTBO O6paTuTech K aiMUHUCTPATOPY ANA PeLleHUA 3Ton Npobnemol " AKTHBHBI".
MoJIb30BaTelIeH, UNU CMEMMTE I Ecumm HOBOTO
3asBJICHHOE B JINIICH3UN). S ———.
Ecnu Bbl cuuTaere, 4to npobnema B ApyroM, To HanuwmTe 8 HE00X0aUMO C0311aTh,
CNyKBy TexHuuyeckom noanepxxkm CMC-UT TO HYXXHO 100
yIaauTh, TM00 caenarh
HEAKTHUBHBIM  JIPyTrOTO
JIEUCTBYIOLLETO
MOJIL30BATEN, 60
obparutrbest k CMC-UT
o BOIIpOCamM
pacuIupeHus: JTULEH3UU
MIOCPEICTBOM caira
MPOJIyKTa -
www.kot.cloud
Orpannuenue | COUMCOK  HEJOCTAOIIUX B ciyyae
npas y | IpaB  TEpeuYrcieH  BO HEOOXOIUMOCTH
MOJIb30BaTENsl | BCIUIBIBAIOIIEM OKHE. no0aBUTh  pOJIb  C
HY>KHBIMH npaBamMu
M0JIb30BATEINIO B
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Tun

Oumoka

®opma/mporoTun

Yto neaarhb

KOT - KapTouxa coTpyaHHKa

= |Q http://kot/employes/employea/1

KOT * [locTyn K CTPGHUUE OrpaHUYEH

. [ocTyn K CTPGHUUE OFPaHUYEH

¥ Bac HegocTaToMHO NPaR ANA NPOCMOTPA 3TOW CTPAHUUL.

OBpaTUTECE K QAMAHUCTPATORY ANA NOMYYEHUA JOCTYNA MW NepenauTe Ha

Heobxoaumo HanuuMe cneayowmx Npae:
PedaKkTMpOBGHWE AGHHLIX PEECTPOB, CNPABOYHHKOB U COBLITHMA
KQNEHAGPA B PaMKaX (puimMana.

Heobx04MMO HaNUYME OOHOTO K3 CNeaYWMX NPae:
HacTpoika uvnopTa haine no coTpyaHUKaM
PegakTupoBaHWe cnpaBoYHrkos "Monk3osatenu”, "Ponu".

U

CrapToByto cTpaHmuy "KOT".

Ecnu Bol cumTaeTe, 4To y Bac 4oCTATONHO MPAEB MNu NpobreMa B ApyroM, To
HanuwuTe B Cnyx6y TexHuyeckol noaaepxku CMC- UT.

CIIPAaBOYHUKE
«Iloap3oBarenny
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Tun Omundxa ®opma/mporoTun Yro peaarb
ITons3oBarens | beuia COBepllIeHa KOT - Peectp coTpypruos [Ipu HEOOXOIUMOCTH B
HEaKTHBEH HONBITKA  aBTOPH3ALMU CIIPaBOYHMKE
moy monb3oBareneM, y | | € * € | Q httpi/ kot/employes = | | «[loxp30BaTenu»
KOTOPOrO  IPOCTaBJIEHO BBICTaBUTD j1ar
p b KOT * [locTyn K CTPGHUUE OrpaHUYEH b
COCTOSTHUE AKTUBHOCTH
"HeaxkTuBHbBIA" B ITOJIB30BATEIIIO
CIPABOTIIIE OCTYN K CTPGHUUE OrpGHUYEH
«ITonp30BaTenm u D‘ u P

=15 GBTOPU3OBANKCE N0 HEGKTHUBHBIM NONB30BATENEM.

OB6paTUTech K AOMUHUCTPATOPY AR BO30GHOBNEHHA OOCTYNA WK NepenguTe
CrapTtosyio cTpanuuy "KOT".

Ecnu Bol cuMTaeTe, YTo y Bac aKTHBHLIA NONb30BaTEN: MAM Npobnema B
OpYroM, To HanuwuTe B Cnyxby TexHUIeckKon nogaepxkn CMC- UT.
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Tun Omundxa ®opma/mporoTun Yro peaarb

Ommnoxa [Tone30Barens BBEJ Yoenurecs B
HaBUTAINH HEKOPPEKTHBII azapec KOPPEKTHOCTH  ajpeca
(404) CTpaHHMIIBI 1100 CTpaHHIIBI

MIONBITAICA TIEPEUTH Ha
YIAJICHHYIO CTPaHULLY

“ CTpaHMuG He HaWaeHa

K coxaneHuo, TaKOR CTPAHULbI He cylecTBYET. BO3MOXHO, CTPOHUUA YAGEHA MNK
HEBEPHO YKA3aH GAPEC CTPAHUUBI.

BepHuTeCh Ha3a.4 MAK NeperauTe Ha CTapToByo cTpaHuuy "KOT".

Ecnu Bel yBEpeHb!, Y4TO GAPEC CTPAHWULI YKG3aH BEpHO, TO HanuwuTe B Cnyxby
TEeXHWYECKOW nogaepxkn CMC - UT.
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Tun Omundxa ®opma/mporoTun Yro peaarb

OObvext  Ob11 | [Tonwp3oBarenn Bo3MOkXHO, HCKOMBIHI

yaaiien (410) | mombITancs mepedTd Ha 00BEKT OBUT yHalieH B
CTpaHUIly C YAaJIEHHBIM CUCTeME,  IPOBEpPUTH

00BEKTOM.

6 O6beKkT 6bin yaaneH

Moka Bel pabotanu, MeaHoe MU, yaanun obwekT B 14:30 12.09.2018.

BepHuTeck Ha3a g wnM nepergute Ha CTapToByio cTpaHuuy "KOT".

Ecnu Bbl yeepeHbl, YTO 06beKT He BbiNl YAANEH U3 CHCTEMb!, TO HanuwuTe B Cnyxby
TexHu4eckor nogaepxkm CMC - UT.

Ollepalyio yIaJleHUs B
Kypnaiie nzmenenuii u
npu  HEO0OXOTUMOCTH
3aBECTH 3alKCh 3aHOBO
0  YKa3aHHbBIM B
KypHase CBEACHUAM
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Tun Omundxa ®opma/mporoTun Yro nenarb
Ommbka [Ipouzomen cOoit mpu B cayuyae crabumbHOrO
o0paboTku obOpaboTke 3ampoca Ha BOCIIPOU3BEICHUS
3ampoca Ha | cepsepe OTIIPAaBUTh CBEICHUS B
cepBepe (400, TEXHUYECKYIO
500) HIOJJICPIKKY,
X BOCIIOJIb30BaBIINCH
' Owwubka npu 06paboTke 3anpoca hopmoi OTIPAaBKN
cooOrieHu (cm. paszaen
K coxaneHwo, onepaurA He Boina 3aeepleHa. CKopee BCEro, NPOM3oWNG OWHEKa Npu 6 PyKOBO JICTBA
obpaboTke sanpoca. MoMB30BaTENS)
BepHuTeck Ha3a A M NOBTOPMTE NONBITKY MMM NepeignTe Ha CTapToeyk cTpaHuuy "KOT".
Ecnv owmbko. NoBTOPUNGCE, TO HanMwKTe B Cnyx6y TexHudeckon nogaepxku CMC - UT.
Nudopmanuon | Bosuukator B BHIE Kak MpaBuIIO, B
Hble OIIMOKH | KpacHBIX * [lata yBOoNbHEHWUS He MOMEeT uHpoOpMalUK  yKa3aHa
npu pabore ¢ | HHGOPMAITMOHHBIX Boito paHblle [aThl, 3":33““””;‘ MpUYAHA  TPOOJIEMBI,
JTaHHBIMU MaHEJIeM B BEpPXHEM B none "Jlata npuema KOTOPYIO MOXHO
TpaBoM yrity Tpu # [1aTa yBONbHEHWA HE MOXeET YCTpaHHUT
COXPaHEHUHM JAaHHBIX B GoiTo paHbllie NaThl, yKasaHHOW B 0JIb30BATENIO
Pa3IMYHBIX nane "BEOAHLIM MHCTPYKTEX CaMOCTOSATEINIBHO.
HEKOPPEKTHBIX CIIydasx B crryuae
HEpaCIO3HAHHOU
OIINOKHU OTIPaBUTh
CBEJICHUSA B
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Tun

Oumoka

®opma/mporoTun

Yto neaarhb

TEXHUYECKYIO
MOJIIEPIKKY,
BOCIIOJIb30BaBIIIHChH
dhopmoit OTIIPABKH
coo0mieHu# (cM. pazaen
6 PykoBocTBa
MOJIB30BATEJIS )

OmmOku 1npu
HMITOPTE
JIAHHBIX u3
KaJpoBOit
CHCTEMBI

OTtoOpakatorcs Ha
dhopme NmmopTt
COTPYZHUKOB B pazjeie
Pesynprarel mmmopra, B
Cllydasix ~ HEYCIEIIHOTO
UMIIOPTA JaHHBIX.

OTnpaBisitoTca Ha MOYTY

v Pe3ynsraTel MMNOPTa

He ypanocs MMNopTupoBaTs faHHble

Mpouecc uMnopTta 66in NpepBaH B pe3ynbTaTe BO3HWKLLMX OLUMBOK:

B 1mpouecce ummnopra
JAHHBIX U3 KaJpOBOM
CUCTEMBI ITPOU3BOJIUTCS
BAIMJALMA  HUCXOIHBIX
IaHHBIX, HEOO0XOINMO
YCTPaHUTh OPUYHHY
HEBAJIMJIHBIX JAaHHBIX B
VCTOYHUKE U IOBTOPUTH

3aMHTEPECOBAHHBIM -
cTeme (1000), yka3zaHHoe g HMHOpT_

JIUIamM
Ommbku 1pu | OToOpaxaroTcs Ha | = 4&, AOMUHMCTPUPOBaHKE - IMMOPT pe3ynkTaTos COYT B npomecce wummopra
HUMIIOpPTE dbopme Ummopt COVYT B BE JaHHBIX W3  (pailioB

o € & VimnopTuposats

¢aitnoB COVYT | paznene Ommbkm | - COVYT xml

AMIIOpTa - MIPOU3BOUTCS

Marasmn Moimiwm

Buibepute dain

Obzop

Oumnbrm umnopTa

1. He naraeda nonsHocTs 'Pewuccep” B oTaens "Ynpaenenue dunsmonm” ana pabousro mecta PM_UF-010
2. He HaiaeHa nomkHocTs "Kackagep” s otaene "CeeMoqHad Bpuraga’ ana pabodero mecra PM_UFR-079x%

BaduJalMsl MCXOJHBIX
JaHHBIX, HEOO0XOINMO
YCTPaHUTD MPUYUHY
HEBATUIHBIX JAHHBIX B
MCTOYHHMKE U TIOBTOPUTH
HUMITOPT.
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I[MPUJIOXKEHUE 1. Onucanune Hactpoek kotSettings.xml

I[To ymonmuanuio B KoHpUryparoHHoM ¢aitne KotSettings.xml comepakarcst cieayronme HacTpOMKH:

1. OO6urue HacTpoiiku (ceknus <commonSettings>)

e appVersion - Homep Bepcuu. [IpemHasHadeHa JUisi OTOOpaKCHHsS HOMEpa BEpCHU Ha
crpanuiie "O nporpamme", Mpu HaBEJAECHUM Kypcopa Ha JIOTOTHUII CUCTEMBI U JIJIsl TPOBEPKU
0OHOBJICHHUSI BEPCUH HA CEpPBEpE.

o OO0s3aTenbHa;
o OrpaHuyeHwue: T00bIE CHMBOJIBI;
o 3HaYeHHUE 10 YMOJIYAHHIO - BCETIa Pa3HOE, aBTOMAaTHYECKHU MPOCTABIISIETCSI B COOPKE.

e baseUrl - aapec caiita. Mcionb3yercst mpu (OPMUPOBAHUK CCBHUIOK HA 3a/1a4M B MHChMaXx-
OIOBEIECHHUSAX, B TUIIEPCCHUIKAX Ha OOBEKTHI CHCTEMBI.

o OOs3arennHa;

o OrpaHuyenue: T00bIE CUMBOJIBI, TOMKHO HauuHathes ¢ " http:// " unum "https://";
snayeHue B baseUrl He 10DKHO 3aKaHYMBATHCS HA /]

o 3HadeHHUE MO YMOJIYAaHUIO - 3aBUCUT OT ILIOIIAIKH.

e updateRecordsLimit - koaruecTBO 3amuceii B TpyIie COObITHI B OYepeIr Ha OOHOBIICHHE.
OOHOBIICHUE MPOHUCXOIUT TPYIIIAMU 3aMUCei, a He eTUHUYHO. [Ipu OOHOBIICHWUM JATHI
Hayaia COOBITUSI MECHSIOTCS HACTPOWKU YCIOBUH OTHpPaBKH OMOBelleHuil. Takum oOpaszom,
MPOUCXOJUT TIIepecUeT MAaThl OTIPAaBKUA ONOBEHICHHs. Bce OOHOBICHHBIC COOBITHS
dbopMupyroTCcs B ouepeaib Ha 0OHOBIIEHHE U TpUoOpeTaroT cratyc "B mpouecce o6padoTku’.
B o0Opabotky Oepercs rpymma CcOOBITH B KOJMYECTBE, TMPONUCAHHOM B
updateRecordsLimit.

o OOs3arennHa;

o OrpaHuyeHue: HEOTpULATEIbHOE 1IeJI0€ Yncio, ecnu 0, To 3amucu OOHOBISATHCS HE
Oynyr;
o 3HadeHue no ymomdanuto - 100.

o doDailyEventStatusesActualization - mnpu3Hak 3amycka [EpPUOIUYECKON 3aJaud  Ha
OOHOBIICHUE CTATYCOB COOBITHI B Haualie CyTOK (COOBITHSI P MEPEX0/Ie Yepe3 CYTKH MOTYT
CTaTh MPOCPOUYEHHBIMH).

o OOs3arenbHa;
o Orpanunuenue: true / false;
o 3HaueHue Mo yMOIYaHUIO - true.

o checkClientVersionIntervalSeconds - nmepuoauuHOCTh (B CEKYH/aX) MPOBEPKH KIHEHTOM
HOSIBIICHUS] HA CepBEepe HOBOM BepCHU MpHiIoKeHUs. [Ipi 0OHOBICHUH BEPCHHU MOSIBISCTCS
OKHO aBTOPH3aIlHH.

o He o0s3aTenbHa;
» Ecnm HacTpolKa He yKa3aHa, TO UCIOJIb3yeTCs 3HaueHue 1o ymondanuto 300;

o OrpaHuyeHue: HEOTPHUIATENBHOE IIeNI0e YKo, eciu 0, TO MpoBepKa OCYIIECTBISATHCS
He OyJeT;
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N

o 3unauenue o ymomdanuto - 300.

o checkUserAuthlntervalSeconds - Bpems B cekyHIax, 4epe3 KOTOPOE MPOUCXOIUT IIPOBEPKA
aBTOPH3AIMH TT0JIb30BaTels. ECIM JaHHbIC HEaKTyalbHBIC, TO IPOU30HMIET COPOC CECCHUH.

o He o06sa3arenpHa;
» Ecnu HacTpoiika He yKa3zaHa, TO UCIOJb3yeTcs 3HaueHue no ymonyanuto 300;
o OrpaHuueHHe: MOJIOKUTENBHOE 1IEJI0€ YHCIIO;
o 3nauenue o ymomdanuto - 300.
o tokenExpireMinutes - Bpems )KU3HH TOKEHA aBTOPU3ALIMK Ha CEPBEPE B CEKyH/IaX.

o He ob6sa3arenpHa;

» Ecnu HacTpoiika He yKa3zaHa, TO UCMOJIb3YeTCsl 3HaueHue 1o ymosdanuto 300;
o OrpaHuyeHHE: MOJOKUTEIBHOE 1IEJI0€ YUCIIO;

o 3nHayenue no ymonyanuto - 300.

HacTpoiiku uMopTa COTPYIHUKOB (CeKIHA < importSettings™)

importFromLocal - 3anyck nmnopTa darina ¢ oprcTpykTypown n cotpygHmkamu B Cuctemy. Ecnu 3HayeHne
HacTpowiku false, To ocylecTBnsieTca MMNoOpT danna ¢ nomoLbto npotokona FTP. Ecnu sHaveHne
HaCTPOWKK true, TO OCyLLEeCTBASETCA UMMNOPT fokaneHoro darnna. MyTe K hanny onpegenserca
HacTpovikon ImportLocalPath.

e He obsasaTenbHa;

e Ecnun HacTpolika He ykasaHa, To 6epeTcs 3HayeHre no ymonyanuto false;

e  OrpaHnyenne: true / false;

e  3HauveHue no ymonyaxutio - false (Bce).

importLocalPath - nyTb K channam gns uMnopTa COTPYAHNKOB 1 OPrCTPYKTYPbI M3 NTOKanbHbIX haninos.
e Ob6s3artenbHa, ecnu y HacTpovikm "ImportFromLocal" 3HayeHue - "true";

e  OrpaHnyeHune: AGCONIOTHLIV UM OTHOCUTENbHbIV NyTh. YKazaHHasa nanka gorkHa CyLLeCcTBOBaTh;

importSuccessResultNotify - otnpaeka onoseleHus B Tl ¢ pesynbTatamu ycneLHo 3aBepLUIEHHOro
UMnopTa Nno COTPYAHMKAM U OpraHn3aLUMOHHON CTPYKTYpe.

e (ObGszaTenbHa;
e  OrpaHwnyenne: true / false;

importFailResultNotify - otnpaBka onoselleHus B T ¢ pesynbTataMmu HeyCneLHO 3aBepLUEHHOro umMnopTa
Nno COTPyAHMKaM 1 OpraHM3aunoHHON CTPYKTYpe.

e (ObgasaTenbHa;
e  OrpaHunyeHnue: true / false;

maxErrorsCount - MakcumanbHOe KONMYeCTBO OTCMEXMBAEMbIX OLLUMBOOK, npun OOCTUXEeHUN KOTopOoro
npouecc nMmnopTa npepbiBaeTCcA.

e He obsasartenbHa;

e Ecnu HacTpolnka He ykasaHa, To 6epeTcst 3HadeHue no ymonyanuto 100;
e  OrpaHuyeHue: [NonoxuTenbHoe Lenoe Yncno;

e  3HadveHue no ymonyanuto - 100 (Bce).

employeesEnableEdit - BO3MOXHOCTb pegakTUpoBaHUsl peecTpa COTPYAHUKOB U KapTbl COTPYAHMKOB.
e (ObgasaTenbHa;
e  OrpaHwuveHue: true / false;

emailEnableEdit - BO3MOXHOCTb peaakTupoBaHusa e-mail Ha KapTe coTpyaHUKa.
e O06s3aTenbHa;
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e  OrpaHuyeHue: true / false;

e businessUnitsEnableEdit - BO3MOXHOCTb peAakTupoBaHusi cnpaBoyHuka "®unuans”.
e He obsasartenbHa,
e  OrpaHwnyeHnne: true / false;

e departmentsEnableEdit - BO3MOXHOCTb pegakTMpoBaHus cnpaBoyvHuka "Otgens”.
e |He obsazaTenbHa;
e  OrpaHuyeHue: true / false;

e exceptionOrgStructure - BO3MOXHOCTb yKa3aHUSA BHELLHUX MOEHTU(MKATOPOB OTAENOB 1 hunuanos, y
KOTOPbIX HE HY>XHO MEHATb poauTenein (nepevncrieHne Yepes TOUKy C 3ansiTown).

e He obsasartenbHa;
e  OrpaHunyeHue: NonoxutenbHoe Lenoe 4Y1cro;
e  3HayeHMe Mo ymonyaHuio: nycro (Bce)

e businessUnitsUpdateName - npon3BoanTb U3MEHEHWS HAUMEHOBaHUSA (HUNMANoB Npu MMMNopTe.
e He obsasaTenbHa;
e Ecnwn HacTpolika He ykasaHa, To bepeTcs 3HadyeHre no ymonyaxuto false;
e  OrpaHwnyenne: true / false;
e  3HauyeHMe Mo ymonyaHuio - true (Bce).
e departmentsUpdateName - npon3BoAnTb N3MEHEHUS HAMMEHOBAHWS OTAENOB MNPy UMMopTe.
e He obsasartenbHa;
e Ecnun HacTpolka He ykasaHa, To bepeTcs 3HadyeHre no ymonyaxuio false;
e  OrpaHunyeHnue: true / false;
e  3HayeHue no ymon4yanuio - true (Bce).

e departmentsUpdateStructure - npon3BoanTb USMEHEHNSA B OPraHM3aLMOHHON CTPYKTYpe Npu nmnopTe.
e He obsasaTenbHa;
e Ecnun HacTpolika He ykasaHa, To bepeTcs 3HadyeHre no ymonyaxuto false;
e  OrpaHnyenne: true / false;
e  3HauyeHue Mo ymonyaHuio - true (Bce).

e positionsEnableEdit - BO3MOXHOCTb peAakTMpoBaHNs crpaBoyHuka "dormkHocTn".
e He ob6szaTenbHa;
e  OrpaHnyenne: true / false;
e regionsEnableEdit - BO3MOXHOCTb peakTMpoBaHus cnpaBoYvHuKa "PernoHb!"
e He ob6szaTenbHa;
e  OrpaHnyenne: true / false;

e checkUniquenessPositionName - npoBepka yHVUKarnbHOCTM HAMMEHOBaHWIN JOIMKHOCTEN B paMKax OfHOro
oTaena

e He obsasaTtenbHa;
e  OrpaHunyeHnue: true / false;

e importSchemePath- nyctb kK XML-cxeme ans umnopTa nHdopmauum o cneumarnbHbIX YCIOBUSX OXPaHbl
TpyAa.
e (ObgasaTenbHa;
e  OrpaHuyeHus: hann cxeMbl JOMMKEH CyLLECTBOBAT;
e  3HadeHue no ymonyaHuio - "ImportScheme"” (Bce).

e reportSettingsPath - nycTb k paiinam ¢ KoHurypaumsamm 4ns oT4eToB. B kaTanore pasmeLyaroTcst CTUIM
0T4eTOoB U noroTunbl. CoaepXknMoe narnku MeHseTcsl B 3aBUCUMOCTU OT 3aKasyuKa.

e (ObgasaTenbHa;
e OrpaHunyeHus: dannbl AOMMKHBI CYLLLECTBOBaTb (MHAMBUAYaNbHbI ANSt KAXKA0ro 3aKka3unka);
e  3HayveHue no ymonyaHuio - "ReportSettings/System"/.
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e makeAnalyze - 3anyck komaHabl ANALYZE ansa aHanusa ctatuctuky tabnuuy, 6asel JaHHbIX 4515 MTOCTPOeHUs
3¢ hEeKTMBHBIX 3aNpOCOB.

e He oGsi3aTenbHa;
e  OrpaHuyeHue: true / false;
e 3HadyeHue no ymonyaHuio - false (Bce).

e analyzeEvery - 3anyckatb komaHay ANALYZE gnsa aHanusa ctatuctuky tabnuuy, 6asbl AaHHbIX 4515
NoCcTPoeHUs 3PEKTUBHBIX 3aMPOCOB, MOCHE UMMNOPTa KaXXAbIX N COTPYAHMKOB.

e He obsasaTenbHa;
e  OrpaHuyeHue: [NonoxuTensHoe Lenoe Yncno;
e  3HadveHue no ymonyanuio - 250 (Bce).

e threadCount - KonM4yecTBO NOTOKOB, 3a4eMCTBOBAHHbIX A5 umMnopTa (KOom-Bo sAep).
e (ObsasaTenbHa;
e  OrpaHunyeHnue: NonoxuntensHoe Lenoe Y1cro;
e  3HayeHue no ymon4yaHuio - 8 (Bce).

e maxEmployeeUpdateAttempts - MakcMMarnbHOEe KONMYECTBO MOMbITOK OBHOBUTL COTPYAHMKA NpY MMMNOpPTE.
e (OOb6s3arenbHas
e  OrpaHuyeHue: [NonoxuTenbHoe Lenoe Yncno;
e  3HadveHue no ymonyanuio - 10 (Bce).

e OrganisationldColumn - Cmonbeu, 8 uHmezpayuoHHol mabnuye ¢ uHgopmayuedl rno compyOHUKam u
opaaHu3ayuoHHoU cmpykmype (Empl) ¢ eHewHUM udGeHmucghbukamopom opaaHu3ayuu

e Ob6sizaTenbHa B criyvyae NoAkIoYeHrst Mogyns MMMNopTa U3 KaapoBOW CUCTEMBI;

e BusinessUnitldColumn - Cmonbey 8 uHmezpayuoHHoU mabnuye ¢ uHgpopmayuel no compyOHUKam U
opaaHu3ayuoHHoU cmpykmype (Empl) ¢ eHewHum udeHmucbukamopom chunuana

e (OO6sa3artenbHa B criyyae NOAKIMHYEHNUS MOAYNA UMNOpTa U3 KaApOBOW CUCTEMbI;
e He obsasartenbHas;
e  OrpaHnyeHne: ABCOMNIOTHBIN NN OTHOCUTENbBHbIN NYTb. YKa3aHHas nanka JOJ/KHA CyLLeCTBOBATh;
e  3HayeHue no ymonyanwmo: ".\IDOCS"
e disableAfterImportAction - Ecnu true - genctene nponssoguts HE Gyaet

e He obsasaTtenbHa;

e Ecnu HacTpolka He ykasaHa, To 6epeTcs 3HadeHue no ymonyaHutio false;
e  OrpaHunyeHnue: true / false;
e 3HadveHue no ymonuyaHuio - false (Bce).

w

Hactpoiiku noacucrems! puadeka (cexuus <feedbacksettings>)

e serverLogCutTimeSpanMinutes - mpoMexyTok (B MHHYTax), 3a KOTOPBI BBIPE3AIOTCS
CEpBEpHBIC JIOTH JIJIS OTIPABKU MUChMa pa3pabOTUHKY.

o He ob6s3arTennHa;

» Ecinu HacTpoiika He yka3aHa, To Oepercsi 3HaueHue 1o ymoadanuto 10;
o OrpaHuueHHe: MOJOKUTETHHOE 11eJI0€ YUCIIO;
o 3nHavyeHue no ymomdanuio - 10.

e clientLogCutTimeSpanMinutes - mpoMexyTok (B MHHYTax), 3a KOTOPBIA BBIPE3AOTCS
KJIHEHTCKHUE JIOTH JIUIsl OTIIPABKH MHChMa pa3pabOTUYHKY.

o He obs3aTennHa;

» Ecnu HacTpoiika He yKa3aHa, To Oepercs 3HaueHHe 1o ymoadanuto 10;
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o OFpaHI/IquI/IeI MOJIOKHUTCIILHOC I CJI0C YHUCIIO,

o 3HaueHue 1o ymonuanuio - 10.

4. Hactpoiiku oToopaxenus (cexuust <displaysettings>)

maxEventCountOnCalenderBody - MmakcumainbHOE KOJIMYECTBO COOBITHI, OTOOpakaeMbIX
Ha cTpanwuie kaneHaaps B pexxumax "JIEHbB" u "HEJIEJIA", u B Gioke "Jlena Ha ceromus”
MOOMIIbHOW BEPCHUHU.

o He o0s3aTenbHa;

» Ecnu HacTpolika He 3a7aHa, TO 3HaUYeHue Oyner paBHo 50
o OrpaHuYeHHe: MOJTOKUTEIBHOE LIEJI0€ YHUCIIO;
o 3HayeHue 1Mo ymoyrdaHuio - 50

maxEventCountOnCalenderPopup -  MakcuMajibHOE  KOJHYECTBO  COOBITHH,
oTOOpakaeMbIX Ha JICHb BO BCIUIBIBAIOIIMX OKOIIKaX M B Oioke "Jlema Ha ceromus"
JIECKTOITHOM BEPCHUU Ha KAJICHAApE.

o He o0s3aTenbHa;

» Ecnu nactpoiika He 3a7aHa, TO 3HaueHue Oyner pasHo 30.
o OrpaHuYeHHE: TIOJOKHUTEIBHOE LIEI0E YUCIIO;
o 3HaveHue mo ymom4anuio - 30.

selectitemCount - koM4YeCTBO JOCTYIHBIX /15 BBIOOpA 3aIKCeil TS BBIMAAI0MIMX CITIUCKOB.
Hcnonb3yeTcst B BHINAJAIONINX CIUCKAX C OOJIBIINM KOJIMYECTBOM 3aIUCEH.

o He o0s3aTennbHa;
» Ecnu HacTpoiika He 3ajaHa, To 3HaueHue Oynet paBHo 50;
o OrpaHuyeHue: NOJOKHUTEIBHOE LIEI0E YUCIIO;
o 3HaveHue 1o ymom4aHuio - 50.
pagingLimit — orpaHrYeHne KOJINYIECTBO OTOOPAKAEMBIX B PEeCTpax 3armcei.
o He o0Os3arennHa;
» Ecnu HacTpoiika He 3a1aHa, To 3HayeHue oynet pasHo 2000;
o OrpaHnyeHHe: NOJOKHUTEITHHOE LIEI0E YUCIIO;
o 3HaveHue no ymomnudanuto - 2000.
pagingRowCountIinPage - Bo3M0KHOE KOJIMYECTBO 3aMKUCeil Ha CTPaHMIIE TIPU TEHHKUHTE
o He o0s3aTenbHa;
» Ecnu HacTpoiika He 3aj1aHa, To 3HaueHue oyaet pasao 30,60,100;

o OI‘paHI/IquI/ICI MOJOKUTEIBLHOE 11eJI0€ YHCIIO0 UM HECKOJIbKO uncel. EClIin HeCKOIbKO
YUCCII, TO PpPa3ACIUTCIEM ABJIACTCA 3alldTas. Yncnaa J0IKHBI HATA CTPOro I10
BO3PACTAHUIO,

o 3mHauvenue no ymondanuto - 30,60,100.
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5. Hactpoiiku nmoutsl (cexkmus <mailSettings>)
e sendMail - 3amyck uiM OTKJIFOUEHHE PACCHIIKH OMOBEHICHU 110 AJIEKTPOHHOM MmouTe.
o OO0s3aTenbHa;
o Orpanuyenue: true / false;
o 3HaveHHE [0 yMOIYaHUIO - true.

Bce Hmkeyka3zaHHbIC HACTPOMKHM YUHUTBHIBAIOTCS, €CIIU 3HaueHHe napamerpa 'SendMail™ -
true. B 06paTHOM citydae 3HAUCHHsI HACTPOEK HTHOPUPYIOTCst, ipu ctapte HE mpoBepsitoTest.

e host - xoct cepepa SMTP.
o OO0s3aTebHa;
o Orpanunuenue: [P wnu nomMeHHBIHN afpec cepBepa;
o 3HaYeHHWE IO YMOJIYAHUIO - 3aBHCUT OT IIONIAJIKN 3aKa3unKa.
e port - mopt cepsepa SMTP.
o OOs3arenbHa;
o OrpaHnyeHne: NOJOKHUTEITHHOE LIEI0E YUCIIO;
o 3HayeHue 1o yMOJ4aHuIo - 587.
e userName - ums yduetHo# 3anucu ais cepsepa SMTP.
o OO0s3arenbHa;
o OrpanunyeHuit HET;
o 3HaYeHHUE M0 YMOJIYAHUIO — 3aBUCHUT OT IUIONIAIKU 3aKa3uuKa.
e password - maposb yueTHO! 3anucu s cepeepa SMTP.
o OO0s3arenbHa;
o OrpanunyeHut HET;
o 3HaYeHHUE M0 YMOJIYAHUIO — EPCOHAIBHBIN MO 3aKa3unKa
e domain - nomeH nonp3oBarens B HacTpoiike SmtpClient it OTIPaBKU COOOIICHUIA.
o OOs3arenbHa;
o OrpannyeHut HET;
o 3HaYeHHUE M0 YMOJIYAHUIO - 3aBUCUT OT 3aKa34yHKa.
e timeoutMs- taiimayT (B MIIITHCEKYH/1aX ) OKHUIaHKSI OTIPABKK cooOIIeHus Ha cepsep SMTP
o OOs3arenbHa;
o Orpanunuenue: [1onoxXuTenpHOE 1IETI0E YHUCIIO;
o 3HaveHue no ymomdanuto - 30000.
e mailUseSSL - ucrnonb3oBaTh Ju mmppoBanHoe coenuHenue (SSL) ¢ mouToBbIM cepBEpOM
o OOs3arenbHa;
o Orpannuenue: true / false;

o 3HaueHue 1o ymomdanuto - false.

senderEmail - oOpaTHBIii azipec BCeX MUCEM, OTIPABISIEMBIX KOMITJICKCOM.
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o OOs3arenbHa;
o OrpannycHHe: KOPPEKTHBIH aapeca e-mail;
o 3HadeHue 1o ymosdanuto - Kot-notifier@sms-it.ru.

o platformName - naumMeHoBaHWE IUIOIIAAKH, C KOTOPOH MPHUXOIUT OIOBCIICHHE, B
AJIEKTPOHHOM aJIpece OTIIPABUTEIIS.

o He o0s3aTenbHa;

» Ecnu HacTpolika He 3aJaHa, TO HAaMMEHOBAHUE IUIOLIAJKUA B JIEKTPOHHOM
azpece OTIPaBUTENS HE OTOOpaKaeTcs,

o Orpannuenus: Her ;
o 3navenue no ymomuanuio - <HAUMEHOBAHUE 3AKA3UNUKA>.
e supportEmail - angpec TexHHUecKO MOAACPKKH 3aKa3unKa.
o Ha mannyto mouty npuxonsr:
* mucbMa ¢ GOPMBI OTIIPABKH COOOIICHUS pa3pabOTIHKY;

* qucbMa ¢ (opM OMmHUOOK IpU HakaTUM Ha ccbulKy "CiyxOy TeXHHYECKOH
MOAJICPKKH'

» [Iucema 00 yCremHoM UMITOPTE COTPYIHHUKOB;
» [Iuchma 0 HEYCIEIIHOM UMITOPTE COTPYIHHUKOB;
o OOs3arenbHa;
o OrpannueHue: KOPPEKTHBIN aapeca e-mail;
o 3HayeHHWE M0 YMOIYAHUIO - 3aBUCUT OT 3aKa3uuKa.
e smsSupportEmail - anpec Texuuueckoit mogaepxku CMC-UT.
o Ha nannyro mouty npuxomsr:
» [lucema 00 ommbkax umnopra COVYT;
* mmchMa ¢ GopMBI OTIPABKH COOOIIEHUS pa3pabOTUHKY;
* muchbMa 00 YCIEIIHOM UMITOPTE COTPY/THHKOB;
* IHChMa O HEYCIIEIIHOM HMITOPTE COTPYIHHUKOB;

— ecau 3amaHbl U smsSupportEmail u supportEmail -To B nepecedeHHbIX
MecCTax MUchMa OyIyT OTIPaBIIEHBI HA 00€ TOYTHI.

o He o0s3aTenbHa;
= Ecau HacTpoiika He 3aJ1aHa, TO KOIUHU TMCEM HE OTIPABJISIOTCS;
o OrpanuyeHue: KOPPEKTHBIN aapeca e-mail;

o 3Ha4YeHHWe MO YMOJYAHUIO — B Ciydae oOKazaHus mnojaaepxkku cuwiamu CMC
pEeKOMeH IyeTCsl yKa3biBaTh KOt.support@sms-it.ru.

6. HacTpoiiku oTnipaBku onoBemeHuii (cekmusi <notifySettings>)

e updateRepeatSeconds - mnepuoauuyHOCTH (B CEKYHAax) OOHOBJICHHUs/TIEpEcUeTa JaThl
OTIPaBKH OTOBEIICHUI M3 OYepe I HOBBIX OMOBEHICHHM, KOTOPhIE HAJIO BOOOIIE KOTIa-TO
OTIIPABUTb.
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o OOs3arenbHa;
o OrpaHHYeHHUE: OJOKHUTEIBHOE 1IEJI0C YUCIIO;
o 3HaveHue 1o ymona4aHuio - 60.

« notifyRepeatSeconds - mepuox (B cekyH1ax) MPOBEPKH OYEPEIH OMOBEIIECHUI HA OTIIPABKY,
Ha HaJIM4YHMe B HEH COOOIICHUIA.

o OO0s3aTebHa;
o OrpaHuYeHHe: MOJTOKUTEITHLHOE 11EJI0e YHCIIO;
o 3HaueHue 1o ymonuanuio - 10.

o notifyAttemptsLimit - kosm4ecTBO MOBTOPOB MPH HEYAAYHOM OTIHpaBKe oroBemieHuit. [1o
OKOHYAHHIO KOJIMYECTBA IIOBTOPOB, OMOBEIICHHE OOJIBIIIE HE OTIIPABIISETCSI.

o OOs3arennHa;
o OrpaHuYeHue: MOJOKHUTEIHHOE LIEJI0E YHCIIO;
o 3HaueHue MO0 yMOIYaHHUIO - O.

e updateBatchSize - konu4ecTBO OMOBEIICHHUI B IPYIIE, CTOSIICH B OYepEeId HA OTIPABKY.
OTtnpaBka NPOUCXOAUT IPYNIIAMU OMOBELEHUH, a HE €IMHUYHO.

o OO0s3arenbHa;
o OrpaHnyeHne: NOJOKHUTEIBHOE LIEI0E YUCIIO;
o 3HadeHue no ymondanuto - 100.

o emailSubjectPrefix - mnpeduxc, oToOpakaeMblii B TEMe OINOBCLICHUs (HATPUMED,
HAUMEHOBAHUE CHCTEMBbI) TS HACHTH(OUKAIIMN OTIPABUTEIS [THChMA.

o OOs3arennHa;
o OrpannyeHue: 1H00bIE CHMBOJIBI;

o 3nauenue o ymonuanuio: KOT.

7. Hactpoiiku kema 00beKkToB / peauca (cekuus <objectCache>)
e cacheType - Tum kera - redis/IMHAMUT WK B TIAMSTH.
o He o0s3aTenbHa;

* Eciam HacTpoilka HE 3aJaHa WIM HEKOPPEKTHA, TO MCIOJb3YyeTCs Kell B
namsITH;

o Orpannuenue: redis / dynomite / memory.
o 3HaueHue Mo yMOIYaHHUIO - MEemMory.
e redisConnectionString - crpoka moakaroueHus k Redis.
o Oo0s3arenbHa, ecnu HacTpoiika ""CacheType ' paBHa "redis" nim "dynomite";
o OrpaHHYeHHE: XOCT:MOPT, UK HAOOP XOCTOB-TIOPTOB YEPE3 TOUKY C 3aISATOM;
» [Ipumep: 10.3.35.221:8101;10.3.35.222:8101 nmm 127.0.0.1:6379

o 3HadYeHHE II0 YMOJYAaHUIO - ITYCTO
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o redisDbld - unentudukarp 6a3sl Redis. Mcnonb3yerces 1uist pa3iesneHust JaHHBIX IS Pa3HbIX
npunoxenuid. YtoOb1 oauH cepBep Redis Mor o0cmy) uBaTh HECKOJIBKO Pa3HBIX TUIOMIAIOK,
HYXXHO 33aTh YHUKaNbHbIHN ID misa kaxmoro kimeHta cepsepa Redis.

o Oobs3arenbHa, ecau HacTpoiika ""CacheType ' pasua "redis";
o OrpaHuyeHue: NOJOKHUTEIBHOE LIEI0E YUCIIO;
o 3HaYeHHUE M0 YMOJIYaHUIO - ITYCTO.

» cacheExceptionsToFail - makcumanpHOE KOJTMYECTBO OLIMOOK P OOPAICHUH K KEIlTy, IPU
JOCTHXKEHUH KOTOPOTO KEIll CYMTACTCS HEBAIUIHBIM M OOpAIlCHHE K HEMY MPEKPaNaeTCs.
Bce 3ampockr OyayT npu 3Tom obpammarses k bBJI.

o He o0s3aTenbHa;

» Ecnu HacTpolika He yka3aHa, TO MCIIOJIb3YETCsl 3HAYEHHE 110 yMoJIyaHuto "5";
o OrpaHuYeHue: MOJOKHUTEIHHOE LIEJI0E YHCIIO;
o 3HaueHue MO0 yMOJIYaHUIO: 5.

o redisNotAvailableTimeoutSeconds — Taiimayr (B ceKkyHIax) HEIOCTYIHOCTH K3Ia, IO
HCTCUCHUIO KOTOPOTO PETHCTPUPYETCS OMIMOKA B JIOTaX;

o He o0s3aTennbHa;
o OrpaHuYeHHE: MOJTOKUTEIHLHOE 11EJI0¢ YHCIIO;

o 3HauyeHue no ymondaHuro: 60.

8. Hacrpoiiku ¢aiisioBoro xpannauma (cexuus <fileStorage>)
o attachmentDirectory - myTs K AUPEKTOPHH IS XpaHEHUS (aiIOB BIOKEHHIA.
o OOs3arennHa;

= BAXHO! Ecnu u3mMeHuTh HaCTpOMKY, a 3aTeM HadaTh paboTaTh ¢ ¢ailnamuy,
YK€ 3arpy>KEHHBIMU B CUCTEMY, TO OTOOpa)kaeTcsi OKHO C OIHUOKOH, TaK Kak B
HOBOM Katajore He Oy/leT Hy>KHBIX (aiisios;

o OrpannyeHue: aOCONIOTHBIN WM OTHOCUTEIBHBIN MyTh. YKa3aHHas Marka J0JDKHA
CYILIECTBOBATh;

o 3HadeHue 1Mo ymoa4aHuio - ..\attachment.

o attachmentTempDirectory - myTs kK TUPEKTOPHH [UIsi BPEMEHHOTO COXPAHEHHS BJIOXKCHUIT
(koTopble TOTOM OyAyT NEepeMelIeHbl B OCHOBHYIO MalKy C BJIOXKEHUSIMH), B TaKXKe
BpEeMEHHBIX (DaillIoB (HE U3MEHEHHBIX U HE OTHPABIEHHBIX CKPUHIIOTOB ¢ (GopM 0OpaTHOH
CBSI3U WJIM CTPAHUIL OTYETA).

o OOs3arenbHa;

o OrpannyeHue: abCONIOTHBINA WM OTHOCUTEIbHBINA MyTh. YKa3zaHHas Mamnka JOJDKHA
CyILLIECTBOBATb;

o 3HaueHHWe 1Mo yMoJI4aHuio - ..\attachment\temp

o previewPrefix - npedukc, nmpocraBnsieMblii B uMeHN (aiina Uis WACHTU(PHUKAIUN €ro KaK
MUHHUATIOPBl (Hampumep, (ororpadus HapylmieHud Ha KapTte mnpoBepku). [lpm 3akauxe
60JIBIIOr0 M300paXKEHUsI CEpBEP aBTOMATOM CO3/1a€T YMEHBIUICHHYIO KOIHUIO U XPAaHUT ee
PSAZOM C OPUTHHAIBHBIM H300paKeHHEM, HO CO CTIeUaIbHbIM IPEPUKCOM).

Pyko8o0cmeo cucmemno2o aoMuHucmpamopa Cmpanuya 68 uz 70



OPM KOT 000 «CMC-HUT»

o OOs3arenbHa;
o OrpannucHue: M00bIe CUMBOJIBI (KpoMme +=[]:; «, ./ ? 'mpoben');
o 3HaueHue MO yMOJIYaHUIO: Prev.

o reportTempCleaninglntervalSeconds - Bpems (cek.), B TeucHHE KOTOPOro (ailbl
C(OPMHUPOBAHHOTO MW pa30OMTOr0 Ha CTPAHWMIBI OTYETAa XPaHATCS HA CEpBEpe B
attachmentTempDirectory.

o OOs3arennHa;
o OrpaHHYeHHE: TIOJOKHUTEIBHOE 1IEI0€ YUCIIO CTPOTO OOJIBIIIE HYIIS,
o 3HaudeHue no ymondanuto - 86400.

o xmIMaxSizeMb - makcumanbsHbIi pazmep (B M6) daiiza XML s ummopra u 00pabOTKH B
cHucTeMe.

o He o0s3aTenbHO;

» Ecnu Hactpoliika He yka3aHa, TO UCIOJB3YETCS 3HaUeHHE 110 yMoa4aHuto "20
MGo6";

o OrpanuyeHue - MOJOKUTEITHHOE 11eJI0€ YUCIIO (O0IbIIIe HYIIS)
o 3HadeHue no ymomayanuto - 20.

o fileReadAttemptsLimit - KosndecTBo moOnbITOK uTeHus (aiiia ¢ AUCKa, MOCIe KOTOPOTo
YTEHHE MPEKPATHTCSL.

o He o0s3aTenbHO;

» Ecnu HacTpoiika He yKa3aHa, TO UCHOJIb3yeTCs 3HaUeHHE 110 ymMoiayaHuto "3";
o OrpanuyeHue - MOJOKUTEITHHOE 11eJI0€ YUCIIO (O0bIIIe HYIIS)
o 3HayeHue 1o yMOJIYaHHUIO - 3.

o fileReadAttemptsintervalMSec - urepBan Mex 1y monsITKaMu dreHus (aiiiaa ¢ aucka (B
MUJUTUCEKYHAAX).

o He o0s3arennHo;

= Ecmu HaCTpOﬁKa HC yKa3aHa, TO HCIOJIB3YCTCA 3HAUYCHUC 110 YMOJYAaHUIO
"1000";

o Orpannuenue - [lonoxurenbHoe 11e510€ Yncio (Oobie HyIs);

o 3Havenue o ymomdanuto - 1000.

9. Hacrpoiiku njasa ADFS

JlanHblEe HacTPOMKHM OTOOpaxkaroTcsi B KoH(purypamuonHom ¢aiine kotSettings.xml Toiabko
pu noaxiIoueHHoMm Moxayne ADFS.

e adfsMetadata - agpec ¢aitna ¢ meramanneiMu Qenepammu ADFS. IlpenocraBnsiercs
cepepom ADFS.

o OO0s3aTenbHO;
o Orpannuenue - 100ObIE CHMBOJIBI, JOJDKHO HaUMHATHCS ¢ "http://" wim "https://";

o 3HaYCHHE 110 YMOJIYAaHUIO —
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"https://it-win2016.stand.ru/federationmetadata/2007-06/FederationMetadata.xml".

e adfsRealm - agpec npunoxenus IPM KOT (nocne ayrentudukanuu Ha crpanuine ADFS
MOJIh30BaTeIs IepedpachkIBaeT Mo JaHHOU cchuike Ha nmpuioxkenne DPM KOT). [To cytu 30
WnentudukaTop NpuiiokeHus1, COBNAAIOUINNA ¢ UICHTU(HUKATOPOM MPHIIOKEHHS Ha CTOPOHE
ADFS B HacTpoiikax OTHOILIEHHUS TOBEPHS MTPOBEPSIONIEH CTOPOHBI. TakuM 00pa3om, B 3TOH
gyacTu TpeOyeTcsi OTBETHAs HAaCTpolka Ha cropone cepBepa ADFS.

o O0s3aTeNbHO;
o Orpannuenue - T00bIE CHMBOJIBL, JOJDKHO HaunHatbes ¢ "http://" wmm "https://";

o 3nadenue no ymomauanuio - "https://nlb-it-kot:4488/"

10. HacTpoiikn mo MmoayasM (cekmus <injurysSettings>)

o extensionDays - konu4ecTBO AHEH, KOTOPOE HEOOXOAUMO NMPUOABUTH K J1aTe, PACCYUTAHHOI
1o JIoruke mnpenzanonHeHus, B none "Cpok paccienoBanus”" Ha Kapre mpoucmiectBus.
[Ipenna3zHauena it 0TOOpaXKEHUS MpeajaraeMoi JaThl B MOACKAa3Ke O MPOJUICHUH CPOKa
paccienoBaHus.

o OO0s3arenbHa;
o OrpaHuYeHHe: HEOTPHUIIATEITHHOE TEJIOC YUCIIO;

o 3HadeHue 1o ymonadaHuto — 15.
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